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Summary:  This Bulletin supersedes R67-1 which is hereby rescinded. The contents have not changed. This Bul-
letin is meant to provide guidance to management for evaluating potential risks, and for implementing ade-
quate control practices and responsibilities in end-user computing environments. It is expected that manage-
ment in each FSLIC-insured institution utilizing end-user computer systems will implement controls consistent
with guidelines offered in this Bulletin.

mation access. However, it also has
meant that those control proce-
dures, previously limited to the cen-
tral operations, must be reapplied
and extended to the “end-user”
level. 

Concerns 

Technology, using microcomputers
as end-user computing devices, has
taken data processing out of the cen-
tralized control environment and
introduced the computer related
risks in new areas of the institutions.
However, the implementation of
these new information delivery and
processing networks has outpaced
the implementation of controls.
Basic controls and supervision of
these computer activities often have
not been introduced, or expected, at
the end-user level. The technological
advantages, expediency, and cost
benefits of end-user computing has
been the primary focus. Recognition
of the increased exposures and the
demands for expanded information
processing controls has lagged.
These concerns for data protection
and controlled operations within the
end-user environments must be
addressed to minimize risks from: 

• incorrect management decisions, 
• improper disclosure of informa-

tion, 
• fraud, 
• financial loss, 
• competitive disadvantage, and 
• legal or regulatory problems.

End-user computing is recognized
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For Further Information Contact:
The FHLBank District in which you
are located or the Compliance Pro-
grams Division of the Office of Reg-
ulatory Activities, Washington, DC.

Supplementary Information:  
The following Bulletin is an Intera-
gency Policy Statement issued by
the Federal Financial Institutions
Examination Council (FFIEC) and
adopted by the Federal Home Loan
Bank System.
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Purpose 

The purpose of this issuance is to
alert management of each financial
institution of the risks associated
with end-user computing opera-
tions and to encourage the imple-
mentation of sound control policies
over such activities. 

Background 

In recent years, microcomputers, or
“personal computers,” have become
more prominent in the business
environment. They are now being
used not only as word processors
and access devices to other comput-
ers, but also as powerful stand-
alone computers. As such, informa-
tion processing has evolved well
beyond the traditional central envi-
ronment to distributed or decentral-
ized operations. This trend has
offered substantial benefits in pro-
ductivity, customization, and infor-
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as a productive and appropriate
operational activity. However, con-
trol policies for data security and
computer operations, consistent
with those for centralized informa-
tion processing functions, need to
address the additional risks repre-
sented in the end-user computing
operations. 

Institution management is encour-
aged to evaluate the associated risks
with its end-user computing net-
works and other forms of distrib-
uted computer operations. Control
practices and responsibilities to
manage these activities should be
incorporated into an overall corpo-
rate information security policy.
Such a policy should address areas
such as: 

• management controls, 
• data security, 
• documentation, 
• data/file storage and back-up, 
• systems and data integrity, 
• contingency plans, 
• audit responsibility, and 
• training.

Responsibilities for the acquisition,
implementation, and support of
such networks should be clearly
established. 

The appendix to this issuance pro-
vides more detail regarding the
risks and suggested controls for
end-user computing and other com-
puter related activities. Additional
control recommendations can be ref-
erenced in the FFIEC EDP Examina-
tion Handbook. 

Office of Regulatory Activities

Handbook: EDP Examination Handbook
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Policy 

It is the responsibility of the board
of directors to ensure that appropri-
ate corporate policies, which iden-
tify management responsibilities
and control practices for all areas of
information processing activities,
has been established. The existence
of such a “corporate information
security policy,” the adequacy of its
standards, and the management
supervision of such activities will be
evaluated by the examiners during
the regular supervisory reviews of
the institution. 
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Regardless of the source, the result-
ing information is relied upon by
management for decisions impacting
corporate strategies and customer
relationships. The integrity of the
data becomes no less important than
had the data been produced through
more sophisticated computer pro-
cesses. Likewise, the need for control
at the micro level remains equally
important. 

Impacts

The failure to properly implement a
uniform set of controls on the end-
users of microcomputers, consistent
with those controls required in a
mainframe data center, can create
two broad categories of risks: 

1) the corruption or loss of data
and/or program software, and 

2) impediments to the efficient
operation and management of
the institution. 

The quality of data is paramount to
the successful management of any
institution. Should the data, or the
systems which produce that data, be
corrupted, whether intentionally or
unintentionally, financial loss is
highly probable. Data corruption
could result from three basic causes:
error, fraud, or system malfunction. 

In addition to accuracy, manage-
ment requires the timely availability
of data. Inefficiencies, caused by
poor operational controls, can fur-
ther impede the production of infor-
mation and result in financial loss.
Regardless of the source, poor qual-
ity information and operations can
adversely impact the institution in a
number of ways: 

• Management Error - Inaccurate or
incomplete data can adversely
influence institution management
decisions. Delays in information
availability can also adversely
impact corporate strategies. 

Microcomputers, in the end-user
computing operations, are being
used basically for three purposes: 

1) as word processors, 

2) as communications terminals
with other computers (to trans-
mit or receive information in
their databases), and

 
3) as stand-alone computer proces-

sors. 

These three functions require differ-
ent control objectives, based on the
risks associated with the activity.
Each function requires certain oper-
ational type controls such as physi-
cal security, logical security, and file
back-up. However, the more pro-
nounced risks involve those opera-
tions using microcomputers as
stand-alone processors. 

While word processing and termi-
nal communications also require
strong controls, programming sup-
port for the operating software and
applications systems generally
remain centralized or is a vendor
responsibility. In end-user comput-
ing, the user is often engaged in pro-
gram development, in addition to
information processing. This may
involve the creation of programmed
software from an original design or
building customized routines from
specialized vendor software. Regard-
less, the control techniques for the
programming, its testing and its
documentation are necessary to
ensure the integrity of the software
and the production of accurate data.

In addition to the programming
activity, the end-user environment
supports computer processing, which
may be totally separate from cen-
tralized controls. Information may
be downloaded from the main data-
bases and reprocessed by the end-
user. Data may also be originated
for processing in this structure.

• Inadvertent Disclosure - Human
error, fraud, or system malfunc-
tion may result in proprietary
institution data, customer data, or
program software being disclosed
to unauthorized persons. 

• Competitive Disadvantage - Prob-
lems in the production of accurate
and timely information can place
the institution at a competitive
disadvantage. Delivery of ser-
vices, customer confidence, and
management decisions could be
impaired. 

• Legal Problems - Errors in the pro-
duction of data or wrongful dis-
closure of data may result in legal
actions against the institution by
its customers, consumer groups,
competitors, and regulators. 

• Regulatory Problems - Failure to
produce timely and accurate data
can cause the institution to be in
violation of regulatory require-
ments, subjecting the institution to
regulatory penalties. 

• Monetary losses to the institution
can arise from deliberate manipu-
lation of the data (fraud), missing
or erroneous data (leading to
costly incorrect decisions), or vari-
ous inefficiencies in the operation
of the system. 

Controls

There are basic controls which
should be present in any level of
computer operations. These controls
should already be present at the
centralized data center. The evolu-
tion of microcomputer based sys-
tems has not eliminated the need for
these basic controls, but has shifted
the focus of control to the end-user
level. 

Some of these basic control stan-
dards that need to be implemented
in microcomputer-based systems
are: 
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describing the change, the reasons
for the change, and the person
responsible for making the change. 

Documentation 

Documentation is a potential prob-
lem in microcomputer-based sys-
tems. There is a tendency for these
systems to be highly personalized,
with one person fully responsible
for the development, testing, imple-
mentation, and operation of a set of
programs. The successful use of a
microcomputer-based system and
the production of specialized data
may depend on the continued pres-
ence of this one person. An ade-
quate level of documentation helps
to prevent an over reliance on the
knowledge of this one person. This
is particularly needed should revi-
sions to programs be required. Doc-
umentation standards should define
acceptable levels of program, oper-
ating, and user documentation. In
addition, there should be an
enforcement mechanism to guaran-
tee compliance with standards. 

Data Editing 

The development or purchase of
microcomputer systems should be
done with adequate attention given
to the need for data editing routines.
These routines are important to help
ensure that data entering the system
is error-free and not likely to result
in erroneous output. This control is
important whether the data is being
manually entered into the micro-
computer or electronically trans-
ferred or “downloaded” from another
system. In the case of data being
“uploaded” to a mainframe, addi-
tional controls may be required at
that level to guarantee the integrity
of the data being transferred. 

Input/Output Controls 

Microcomputer systems that are
used for the processing of informa-
tion with a direct monetary impact

Policies and Procedures 

Control requirements for microcom-
puter use need to be addressed by
management in its internal policies
and procedures. Policies and proce-
dures should be in writing and
should define what steps are to be
taken to protect the institution’s
microcomputer systems. Manage-
ment should also designate respon-
sibility within the institution to
monitor microcomputer system
acquisition and use. The purpose of
this function should be to help pre-
vent redundant uses of microcom-
puter systems and to ensure that
there is the required degree of com-
patibility among hardware and soft-
ware systems in use throughout the
institution. 

Program Development and Testing 

Before a new system is developed or
purchased, the user should have a
clear understanding of the specific
needs being addressed by the pro-
posed new system. Alternatives
should be reviewed by the user and
analyst to ensure that the best solu-
tion is selected. Development
should be done with the aim of pro-
ducing a system that is easily modi-
fied and maintained by someone
other than the original developer.
Finally, the completed system
should be subject to rigorous testing
to provide assurance that the results
produced are valid and reliable. 

Program Changes 

Just as with larger systems, micro-
computer systems must be adapted
to meet changing requirements and
circumstances. Modified programs
should be subject to many of the
same controls as newly-developed
systems. Most important among
these is the requirement that there
be thorough testing of the modified
system. In addition, accurate
records should be maintained

on the institution or its customers
may require that additional data
controls be established. At a mini-
mum, these controls may include
the requirement that there be a seg-
regation of duties between the input
of information and the review of
that information in processed form.
This control may be extended to
require that a formal reconcilement
be done by the reviewer of the pro-
cessed information. In more sensi-
tive situations with a significant dol-
lar impact, there may be a
requirement that certain functions
be performed under dual control.
The need for these types of input
and output controls should be estab-
lished during the early stages of
program development. These spe-
cial requirements need to be
described in detail in the program
documentation package.  

Physical Access Restrictions
 
The location of microcomputer sys-
tems outside of a physically-secure
data center can permit unauthorized
access to programs and data files
used on these systems. The use of
physical access restrictions comple-
ments the logical access restrictions
discussed below. Basic steps would
include the secure storage of dis-
kettes or other magnetic media con-
taining the programs and data for a
particular system. In addition, since
documentation on what a system
does and how it is being used can
provide important information that
can be used to compromise system
security, this information should
also be secured. Finally, there
should be adequate restrictions over
physical access to the hardware
itself, so that it is protected from
unauthorized use, vandalism, and
theft. 

Logical Access Restrictions 

Just as in larger application systems,
the need exists to identify those
individuals who will be permitted
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bility to process during recovery
may mean that work can be held for
later processing. For other systems,
a manual backup may be appropri-
ate. For some time-critical, highly
automated systems, arrangements
may have to be made for data recon-
struction or for processing on other
hardware. At a minimum for all sys-
tems, there should be secure and
remote backup storage of data files
and programs. Beyond this, the
backup and contingency require-
ments for individual systems may
differ and need to be addressed sep-
arately. 

Audit 

The audit area should serve as an
independent control reviewing micro-
computer use throughout the insti-
tution. Audit involvement in micro-
computer systems may begin at a
general level with a review for com-

access to the microcomputer sys-
tem’s capabilities. In addition, there
may be the need to differentiate
between functions allowed for cer-
tain individuals, ranging from an
inquiry capability for many persons
to an override and correction capa-
bility for a few supervisory person-
nel. Normally, these restrictions will
be in the form of password controls.
Standard password related control
procedures, such as frequent
changes and reporting of exception
conditions need to be established to
provide for effective access restric-
tions. 

Backup and Contingency Planning 

For each operational system, ade-
quate plans should be made and
precautions taken to ensure that
users can adequately recover from
damage to the hardware, software,
and data. For some systems, an ina-

pliance with the internal policies
and procedures discussed above
and may extend to detailed testing
in particular areas such as the use of
logical access controls. Audit proce-
dures and workprograms should be
expanded to provide for adequate
coverage of microcomputer systems.
Responsibility for microcomputer
auditing should be clearly assigned
and plans for microcomputer audits
should be built into the audit sched-
ule. 

It should be recognized that this list
of controls is not all inclusive of
methods to manage risk. Each com-
puter operation, whether central-
ized or end-user, possesses different
characteristics and possibly some
specialized risks. Control practices
must be sufficient to minimize such
risks. These recommended control
features are considered fundamental
to sound information processing. 
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