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Introduction

The Office of the Comptroller of the Currency’s (OCC) Comptroller’s Handbook booklet,
“Merchant Processing,” provides guidance for bank examiners and bankers on merchant
processing activities. For purposes of this booklet, a merchant processing activity is the
settlement of credit and debit card payment transactions by banks for merchants through
various card associations. This booklet focuses on card payment-related processing, which is
separate and distinct from a bank’s business of issuing payment cards. The appendixes
provide sample worksheets and a glossary of merchant processing terms. Throughout this
booklet, national banks and federal savings associations (FSA) are referred to collectively as
banks, except when it is necessary to distinguish between the two.

Background

The principles addressed in this booklet may apply to other types of electronic payments.
Processors may cover all types of payment cards or specialize in one form.

A bank’s merchant processing activities involve gathering sales information from the
merchant, obtaining authorization for the transaction, collecting funds from the card-issuing
bank, and reimbursing the merchant. The processing of sales transactions for merchants by
the bank does not directly affect the bank’s balance sheet except through settlement accounts
and reserve balances. Merchant processing can, however, create significant off-balance-sheet
contingent liabilities that may result in losses to the bank. Merchant processing is a business
of high volumes and low profit margins. Generally, a high level of sales and transaction
volume is needed to create a profitable operation in light of the low income generated per
transaction. Processing a high transaction volume carries risk; only efficiently run
departments can successfully maintain the necessary cost controls and effectively manage the
accompanying strategic, operational, compliance, reputational, and credit risks.

As a high-volume business, merchant processing is dominated by a relatively few large and
midsize banks, which often use the services of independent sales organizations or
membership service providers (ISO/MSP), join partnerships or alliances, or enlist agent
banks. The merchant processing business of these banks is intensely competitive, with
aggressive pricing.

Bankers need to fully understand merchant processing and its risks. Attracted to the business
by the potential for increased fee income, they may underestimate the risks and not employ
personnel with sufficient knowledge and expertise. They also may not devote sufficient
resources to oversight or perform proper due diligence reviews of third-party organizations.
Bankers may not have the managerial experience, resources, or infrastructure to engage
safely in merchant processing for merchants with which the bank does not already have a
customer relationship or which are located outside the bank’s local market area, or to manage
high sales volume, high-risk merchants, or high charge-back levels.
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There are various types of organizations that make up the electronic payment transaction
industry. MasterCard and Visa, which are bank card associations, are the most significant
organizations in this industry in terms of number of cards issued and the number of banks
issuing its cards. (The OCC does not endorse particular products or brands.) Only financial
institutions can become members of one of the bank card associations. MasterCard and Visa
are operationally similar, with both using four-party networks to process transactions. The
four parties involved in the network are the card issuers (financial institutions that are
members of the association), the acquirers, the cardholders, and the merchants. The
associations are not counted as a separate group because they are considered the umbrella
organizations, and service providers are not counted as a separate group because their
function is often served by acquirers.

In addition to the bank card associations, other card companies issue their own cards,
authorize purchases, and settle with both consumers and merchants. These card companies
use three-party networks to process transactions, instead of a four-party network. A major
distinction in the three-party network is that the card issuer and the merchant acquirer are the
same entity. Examples of these other card companies include American Express, Discover
Card, and Diners Club.

Much of the information in this booklet focuses on the bank card association model and
operations.

Types of Merchant Processors and Other Participants

The role and accompanying risks of banks and third-party organizations vary. The most
common participants in merchant processing are acquiring banks, agent banks with and
without liability, and third-party organizations.

Acquiring Banks

A bank that contracts with merchants for the settlement of card transactions is an acquiring
bank. Acquiring banks contract directly with merchants, or indirectly through agent banks or
other third-party organizations, to process card transactions. Bank management should be
familiar with the potential liability for acquiring banks through this activity.

The acquiring bank generally provides all backroom operations to the agent bank and owns
the bank identification number (BIN)/Interbank Card Association (ICA) number through
which settlement takes place. A BIN/ICA number is an individual member’s unique
identification number that facilitates clearing and settlement through the card association.
The BIN is assigned by Visa and the ICA number is assigned by MasterCard. Depending on
the contractual arrangement with the acquirer, the agent bank may be liable in the event of
charge-back or fraud losses.

An acquiring bank that is a member of a card association must sponsor a merchant that
accepts sales payments from card association-branded payment cards. The merchant may
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then maintain a settlement account with the acquiring bank or settle via automated clearing
house (ACH) transactions between the acquiring bank and the merchant’s bank.

A merchant may open a merchant account at a bank or other financial institution that is a
member of the bank card association. The establishment of this merchant account enables the
merchant to facilitate the processing of card transactions.

Agent Banks

The agent bank is typically a community bank that does not directly offer merchant
processing services. Community banks refrain from contracting with merchants on their own
because they lack the management expertise or the necessary infrastructure needed to serve
as acquirers.

An agent bank may refer or want to sign merchants that do not meet the acquiring bank’s
underwriting guidelines. The acquirer may accept the account on the condition that the agent
bank signs an agreement indemnifying the acquirer against losses. When a referral bank
indemnifies the acquirer for losses, the referral bank becomes an agent bank with liability for
those merchants indemnified. An indemnification agreement is typically used when the agent
bank has other account relationships with the merchant and, as a customer service, wants to
assist the merchant in obtaining processing services.

Bank managers and examiners should be familiar with the limits on a national bank’s ability
to indemnify a transaction, as outlined in 12 CFR 7.1017, “National Bank as Guarantor or
Surety on Indemnity Bond.” Limits on an FSA’s ability to enter a repayable suretyship
agreement or guaranty agreement are described in 12 CFR 160.60, “Suretyship and
Guaranty.”

Many community banks have referral arrangements with acquirers; these arrangements are
also referred to as agent banks without liability. In referral arrangements, the community
banks do not have liability exposure, because they do not indemnify the acquirers for losses.
In a typical referral arrangement, the acquirer performs the underwriting, executes the
merchant agreement, and accepts responsibility for merchant losses. The acquiring bank may
pay the referring bank a fee for brokering the merchant relationship.

Third-Party Organizations

A third-party organization is any outside company the acquiring bank contracts with to
provide merchant processing services. Examples of third-party organizations may include
ISOs/MSPs, although others exist. The ISO/MSP solicits merchants and performs such
services for acquirers as processing merchant applications and charge-backs, detecting fraud,
servicing merchant customers, providing accounting services, selling or leasing electronic
terminals to merchants, processing transactions, authorizing purchases, and capturing data.

To control costs, acquiring banks frequently outsource functions to third-party organizations.
An acquirer’s sales and transaction volume may not justify the cost of in-house data
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processing, or the bank may not want to staff a direct sales force. Acquirers can benefit from
the technological expertise and capabilities of third parties without having to develop the
systems and infrastructure themselves. A third-party organization provides a wide array of
services. Each acquirer should maintain up-to-date records including a list of third-party
organizations used and services outsourced to the third party. Other records that a bank
should maintain include contracts, amendments, fee schedules, authorized signatories, and
contacts.

The acquiring bank may receive third-party services indirectly. For example, an ISO/MSP
may contract directly with a data processor or network provider, and the ISO/MSP may pass
the service on to the bank. Banks can also receive services indirectly through an ISO/MSP
that contracts with another ISO/MSP to provide services.

There are hundreds of third-party organizations providing services, and the quality of these
services can vary widely. Banks should exercise strong due diligence and maintain strong
vendor management programs for third-party organizations. For more information, refer to
the “Managing Third-Party Organizations” section of this booklet and OCC Bulletin
2013-29, “Third-Party Relationships: Risk Management Guidance.” The guidance applies to
all banks with third-party relationships.

Bank Card Association Requirements

Because third-party organizations are not bank card association members, acquirers must
register third-party organizations with the bank card association before accepting their
services. The acquirer must pay an initial registration fee and annual fees to the bank card
association for each third party under contract. Typically, this fee is passed on to the third-
party organization.

After registration, the acquirer remains responsible for complying with the bank card
association’s operating rules on business relationships with third-party organizations. These
rules make the acquiring bank liable to the bank card association for the actions of the
acquiring bank’s third parties. The bank card association also requires the acquiring bank to
regularly submit information about the acquiring bank’s third-party organizations. Acquiring
banks can be fined by the bank card association for failing to provide the information. Rules
are established by the bank card association and are specific to the individual bank card
association.

Special Third-Party Organizations
Payment Facilitator or Payment Service Provider

MasterCard defines a payment facilitator as a merchant that is registered by an acquirer to
facilitate transactions on behalf of sub-merchants. Under Visa’s rules, a payment service
provider is an organization that contracts with an acquirer to provide payment services to
sponsored merchants. The payment facilitator and the payment service provider (collectively,
PSP) are operationally similar. In both cases, the acquirer is responsible for the actions of its
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PSP and the PSP’s sponsored merchants. Bank card association rules are specific to the
individual association. Banks engaged in merchant processing activities should be aware of
specific rules as they relate to payment facilitators and payment service providers.

Rent-a-BIN

Rent-a-BIN,! in the acquiring context, describes an arrangement in which an acquiring bank
permits the ISO/MSP to use the bank’s Visa BIN or MasterCard ICA number to settle
merchant card transactions. The bank has minimal operational involvement. The ISO/MSP
retains the majority of income, and the bank receives a fee for the use of the BIN/ICA
number.

The acquiring bank that owns the BIN/ICA number always retains risk of loss, as well as
responsibility for settlement with the bank card association. The bank is responsible based on
the contractual provisions of the association membership. Therefore, the bank’s management
should rigorously oversee and control the Rent-a-BIN arrangement to ensure that the
ISO/MSP is appropriately managing the risk. Oversight controls are important, even if the
ISO/MSP shares in the liability. Moreover, the acquiring bank must consider any lending
relationship the bank has with the ISO/MSP when analyzing the bank’s total risk exposure.

For more information on third-party organizations and ISO/MSP relationships, refer to the
“Risks Associated With Merchant Processing” and “Risk Management and Controls”
sections of this booklet.

Technological Changes

Traditionally, most merchant processing transactions originated from retail credit card
purchases. With technological changes, however, debit card purchases, reloadable cards, and
other prepaid payment products, as well as electronic benefits transfer (EBT) transactions,
are increasing sources of processing volume.

Bank card associations have aggressively promoted the move to electronic transactions
through their interchange rate structure. Because of the promoted use by the bank card
associations and advances in technology, the majority of payment card sales transactions are
now electronic. Paper-based transactions still exist, but to a much lesser degree than
electronic transactions.

Technological changes include the expansion of mobile purchases through the use of
smartphones. Although mobile transactions have not been a significant source of losses to
date, merchant processors are likely to face increased risk exposure in the future from such
transactions. Cyber attacks can reduce the availability of online and mobile banking services
and, more significantly, result in identity theft and fraud. To date, the volume of mobile
payments processed in the United States (that do not use established card or ACH networks

! There are also payment card (issuing) Rent-a-BIN relationships with similar requirements for strong vendor
management and oversight programs; the issuing Rent-a-BIN has its own set of unique risks and operations,
however, which are outside the scope of this booklet.
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for authorization, clearing, and settlement) is small relative to the potential market.
Consequently, major retailers are in discussions with banks, technology companies, and
telecommunications providers to establish a common standard for mobile payments and a
payment system to support the growth of these transactions.

Wireless Processing

In recent years, as technological costs have declined, merchants have increasingly used
wireless terminals for credit and debit card transactions. Wireless processing is one of the
easiest and most convenient ways for merchants to accept payment from customers, and is a
cost-effective way to process transactions. The payment card is swiped through a wireless
terminal and a customer receipt is printed for the transaction.

The benefits of wireless processing include the following:

e Wireless terminals are easy to use anywhere.

e Swiped transactions are faster to produce than keyed transactions. A swiped transaction
can take approximately three to five seconds, while keyed transactions can take one to
two minutes.

e The customer’s card transaction is approved or declined instantly.

Prepaid Debit Cards

A prepaid debit card that is reloadable is often referred to as a general purpose reloadable
card. A consumer can add funds to the card from varying sources, depending on the specific
card. Payroll deposits are a frequent source of funds, as are other direct deposits. This is a
growing product area for all banks and consumers. Prepaid debit cards include worldwide
functionality due to merchant acceptance of the network associated with the card. In addition,
more consumers are using the cards as an alternative to credit cards.

Gift Cards

Gift cards are prepaid cards that are generally not reloadable. A cardholder may use a gift
card for the purchase of goods or services. A gift card is often used as a noncash monetary
gift. The card is identified by a specific number or identification code (card ID), rather than
an individual’s name, so anyone can use the card. These cards are backed by an online
electronic system for authorization. Many cards have no value until they are sold, at which
time the cashier enters the amount the customer wishes to put on the card.?

Some gift cards can only be used at select retailers, while others can be used anywhere that
accepts major payment card brands. If the cards are limited and can only be used at select
retailers, they are considered “closed loop” cards. Cards that can be redeemed by various
establishments and merchants are considered “open loop” or “network” cards. Some gift

2 The amount is rarely stored on the card but is noted in the store’s database, which is cross-linked with the card
ID. Consequently, gift cards are generally not stored-value cards, because a monetary value is not stored on the
gift card.
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cards may be reloadable, allowing the cardholder to add funds to the card and continue using
it. Gift cards have become increasingly popular because they don’t require the purchaser, or
donor, to select a specific gift. The recipient has discretion in using the gift card within the
restrictions set by the issuer.

Operations

This section summarizes how card transactions are processed. The intricacies may vary
significantly for each bank, but the basic principles are the same.

Authenticating Transactions

The first step in authorizing payment card transactions is to verify the identity of the
individual cardholder. Card association rules address cardholder authentication and vary
based on the type of card transaction, the merchant category, the amount of the transaction,
and how the cardholder initiates the transaction. This ensures that the person presenting the
card for payment is authorized to use the card. Transactions can be authenticated by using a
signature code (a three- or four-digit code located typically on the back of the card) or other
methods. For details of this process, see the “Information Security” booklet of the Federal
Financial Institutions Examination Council (FFIEC) Information Technology Examination
Handbook.

Europay, MasterCard, and Visa developed EMV (named after the developers), a technology
that embeds a microprocessor chip on payment cards to encrypt transaction data. EMV
technology is widely used in other countries, but not in the United States. Visa and
MasterCard have announced initiatives to encourage U.S. retailers to accept EMV-enabled
cards, and acceptance of EMV technology in the United States could alter the authentication
process.

Authorizing Transactions

Authorization is the process of approving or declining a transaction before a purchase is
finalized or cash is disbursed. After authentication, the merchant obtains approval from the
card-issuing bank or from a third party acting on behalf of the card-issuing bank. Figure 1
illustrates the authorization process. This authorization process is structured to prevent
transactions from being approved for cardholders who have not satisfactorily maintained
their card accounts or who are over their credit limits, and to protect against the unauthorized
use of cards that have been reported as stolen or are fraudulent. Authorization systems may
include internally or externally developed platforms, or a combination of both.
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Figure 1: Authorization Process
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Source: OCC

Typically, the clerk or cardholder swipes the card through a terminal at the point of sale to
obtain the information stored on the magnetic stripe on the back of the card, and then inputs
the amount of the transaction. This information is transmitted to the acquiring bank or the
acquiring bank’s processor, which captures the transaction and forwards the information to
the card-issuing bank through the bank card association network. Depending on the status of
the cardholder’s account, the transaction is approved or declined, and this decision is
transmitted back through the bank card association network to the point of sale.

Bank card associations have implemented simpler rules for some in-person card transactions.
For example, customer signatures or personal identification numbers are not required for
transactions meeting certain low-dollar criteria and where the merchant’s business falls into
certain business code categories; authentication, however, is required. The threshold for low-
dollar transactions varies depending on the particular bank card association and the approved
merchant category code allowed by the bank card association.

Acquiring banks require authorizations for all paper-based transactions. Ensuring that each
paper-based transaction is authorized helps protect merchants against fraudulent transactions.
While paper-based transactions still occur, most transactions are now processed
electronically.
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Clearing and Settlement

Clearing is the process of delivering final transaction data from acquirers to issuers for
posting to the cardholder’s account. Clearing also includes the calculation of certain fees and
charges that apply to the issuer and acquirer involved in the transaction, as well as the
conversion of transaction amounts to the appropriate settlement currencies.

Settlement is the process of transmitting sales information to the card-issuing bank for
collection and reimbursement of funds to the merchant. Settlement also refers to the process
of calculating, determining, and reporting the net financial position of issuers and acquirers
for all transactions that are cleared. Figure 2 illustrates the clearing and settlement process. A
typical transaction flows from the merchant to the acquirer (or acquirer’s processor), then to
the bank card association, and finally to the card-issuing bank (or its processor), which bills
the cardholder. Funds flow in the opposite direction, or from the card-issuing bank to the
bank card association, then to the acquirer, and finally to the merchant. An acquiring bank’s
outsourcing of some (and sometimes all) of its merchant processing to third-party
organizations complicates transaction flows and fund flows.

Figure 2: Clearing and Settlement Process
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Note: The timing of the discount and interchange fees may not directly correspond to the transfer of transaction data as shown
in this simplified figure (i.e., the discount fee is typically collected monthly and the interchange fee is collected daily at net
settlement). This figure also does not illustrate the added complexities associated with using third-party organizations.

Large merchants often transmit data directly to the acquirer or third-party organization.
Smaller merchants usually submit data to a third-party organization that collects data from
several merchants. The third-party organization then transmits transactions to the acquirers.

Comptroller's Handbook 9 Merchant Processing



Introduction > Background

The acquiring bank transmits the information through an interchange to the issuing bank. The
issuer remits funds, through the bank card association, to the acquirer and posts the charges
to the cardholders’ accounts. After the acquirer receives the proceeds, it pays the individual
merchants. Most third-party processors net settle with their clients. That is, the bank receives,
or pays, the net of merchant and cardholder activity for each day of business.

The acquiring bank may pay select merchants before receiving funds through interchange,
thereby increasing the bank’s credit and liquidity exposure. The timing of the payments to
the merchants is specified in the agreement between the acquiring bank and the merchants.
The agreement should always allow the bank to review the transaction for fraud before
releasing funds. The acquiring bank should not become reliant on the merchant’s deposits to
fund other bank activities. An acquiring bank is potentially liable for losses caused by
merchant fraud, including merchants engaged in deceptive or misleading practices. A
merchant can also directly defraud banks by such means as factoring and laundering.
Factoring, also called credit card factoring, is used to launder money via credit cards,
essentially by processing transactions through a merchant account for a business or entity
other than the specific business that was screened and set up for the merchant account.

Fedwire

The card-issuing bank pays the bank card association using Fedwire, a real-time funds
transfer system. A bank must hold an account at a Federal Reserve Bank to use Fedwire,
because settlement funds must come from a Federal Reserve account. The card-issuing bank
makes the payment by sending a message over Fedwire authorizing the Federal Reserve
Bank to electronically debit its account for the net settlement amount and to transfer the
funds to the bank card association’s settlement bank. These transfers are essentially
instantaneous. The bank card association’s settlement bank then pays the acquiring bank
using Fedwire.

Automated Clearing House

The ACH is an electronic network for financial transactions in the United States that
processes large volumes of transactions in batches. Acquiring banks usually pay merchants
by initiating ACH credits to merchants’ deposit accounts at the merchants’ local banks. If an
acquiring bank employs a third-party processor, the processor usually prepares the ACH file
that facilitates payment. Management should have controls to ensure that the ACH
transactions are accurate. Bank employees should follow formal procedures when delaying
settlement of a merchant’s funds. Such a delay usually occurs because fraud prevention staff
at the bank finds a transaction suspicious or unusual. Placing a hold on funds affects the
origination of the ACH file. For more information, see the National Automated Clearing
House Association (NACHA) Operating Rules & Guidelines.

Charge-Back Processing

Charge-backs are common in the merchant processing business, and a merchant must be
capable of paying them. Charge-backs fall into four categories.
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Technical: Expired authorization, nonsufficient funds, or bank processing error.
Clerical: Duplicate billing, incorrect amount billed, or refund never issued.

Quality: Consumer claims to have never received the goods as promised at the time of
purchase.

Fraud: Consumer claims not to have authorized the purchase, or identity theft.

The consumer’s rights and responsibilities vary by the type of payment method used. For a
credit card, the consumer must first try resolving a payment dispute with the merchant. If
unsuccessful, the consumer informs the card-issuing bank of the dispute, and then the card-
issuing bank posts a temporary credit to the cardholder’s account. The card-issuing bank
requests documentation from the merchant that authenticates the transaction and possibly
resolves the dispute. If the charge-back is upheld by the card-issuing bank, the amount is
charged back to the merchant’s account, and the consumer does not pay for the disputed
charge. The customer has 60 days® from the day the card statement is received to report a
dispute to the card-issuing bank.

For debit cards used at a point-of-sale terminal or with other electronic devices, the bank
must follow the error resolution process detailed in 12 CFR 1005. This process gives the
consumer rights and responsibilities, including:

e Consumer may be liable for an unauthorized electronic fund transfer (EFT) depending on
when the consumer notifies the financial institution and whether an access device was
used to conduct the transaction. Under the Electronic Fund Transfer Act (EFTA), there is
no bright-line time limit within which consumers must report unauthorized EFTs.

e Consumer is generally reimbursed the amount of the error within 10 business days of
notification to the bank of the alleged error.

Specific details regarding all of the consumers’ rights and responsibilities can be found in the
“Electronic Fund Transfer Act” booklet of the Comptroller’s Handbook.

The charge-back processing and time frames between the bank and its merchant are generally
addressed contractually via the merchant processing agreement.

Figure 3 illustrates the general charge-back process for credit transactions.

® The customer has 60 days to report a dispute under federal consumer regulations (12 CFR 1026, “Truth in
Lending,” known as Regulation Z), but the card association may allow more time to initiate a charge-back.
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WEIE) Re-presented to the
—> issuing bank.?

Yes

—>

Re-presented to the
issuing bank with
corrections.®

Re-presented to
the issuing bank
with supporting

documentation.®

Yes

Yes

o 4 End of process.

? The bank card association acts as a payment clearinghouse between the issuing bank and acquiring bank during the charge-
back and re-presentment process. A compliance resolution process also exists at the bank card association if no charge-back
rights are available to the issuing bank and a financial loss is incurred as a result of bank card association rules.

A second charge-back may occur if the re-presentment is invalid, documentation did not support the charge, or another
charge-back reason code applies. If the acquirer disputes the second charge-back presentment, the acquirer may file an
appeal for arbitration with the bank card association. Re-presentment is not allowed for a second charge-back.
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Card-issuing banks can also initiate charge-backs when the merchant does not follow proper
card acceptance and authorization procedures (e.g., no authorization obtained or card used
after expiration date). The acquirer incurs contingent liability for as long as 180 days.

Bank card associations have strict charge-back processing rules. For example, an association
allows a bank to charge a transaction back to a merchant when the merchant fails to provide
copies of the requested sales ticket. If the merchant does not provide a copy of the sales ticket
within a prescribed time, the merchant will lose the charge-back dispute. A retrieval request
is used by bank card associations to request items from the merchant. The merchant must
have a process to respond to retrieval requests and charge-back investigations in a timely
manner.

Risks Associated With Merchant Processing

From a supervisory perspective, risk is the potential that events, expected or unexpected, will
have an adverse effect on a bank’s earnings, capital, or franchise or enterprise value. The
OCC has defined eight categories of risk for bank supervision purposes: credit, interest rate,
liquidity, price, operational, compliance, strategic, and reputation. These categories are not
mutually exclusive. Any product or service may expose a bank to multiple risks. Risks also
may be interdependent and may be positively or negatively correlated. Examiners should be
aware of this interdependence and assess the effect in a consistent and inclusive manner.
Refer to the “Bank Supervision Process” booklet of the Comptroller’s Handbook for an
expanded discussion of banking risks and their definitions.

Merchant processing can be a safe and profitable business if bank management properly
understands and controls the primary risks: strategic, credit, and operational. Failure to
control these primary risks may result in loss exposures from other risks, such as compliance
and reputation.

Strategic Risk

The bank’s management must decide whether merchant processing activities are consistent
with the bank’s overall strategic goals, risk appetite, and business model. If a bank’s capital
base is limited in relation to existing or projected sales volume, the bank may lack the
financial capacity to support the level of risk. Management’s internal analysis of capital
adequacy and capital allocation for merchant processing activities should comprehensively
address all pertinent risk factors.

The OCC expects the bank to have risk management systems commensurate with an
activity’s risks and complexity. Management experience, staffing, systems, and reporting
must be sufficient to enable the bank to monitor merchants and their activities
knowledgeably and effectively.

When the board and management of any bank is considering whether to undertake, maintain,
or expand a merchant processing business, they must fully understand the risks involved.
Business risks should be identified, as well as the expertise and controls required to manage
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the risks. Other factors to consider are how well the bank can keep pace with technology and
competition, what industries to pursue, and how much to use third-party organizations.

Merchant processing is dominated by a small group of banks with the experience, resources,
and infrastructure to process nearly any type and size of merchant, from small Main Street
businesses to the largest nationwide retailers. Economies of scale allow these acquirers to
compete on service and price, and intense pricing competition and improved and changing
technology have resulted in low merchant loyalty, as merchants can change processors
virtually overnight.

Banks may be subject to exposure and losses through fraud, charge-back losses, and bank
card association fines. The ultimate liability for losses lies with the bank that owns the
BIN/ICA number. If the merchant or third-party organization does not have the financial
capacity to absorb the loss, the bank must absorb it. The bank that owns the BIN/ICA number
is also responsible for compliance with bank card association requirements, including for
services provided by a third party. Failure to comply with the bank card association
requirements can result in fines, security pledge requirements, and loss of bank card
association membership.

Some banks have been financially impaired because of fraudulent and problem merchants
signed by ISOs/MSPs. Uncontrolled growth, fraud, and inadequate operations by the third
parties have all resulted in significant problems for banks. Before the bank accepts services
from an ISO/MSP, it must implement policies, procedures, and controls to monitor the
activities of the ISO/MSP and to ensure that the ISO/MSP is operating within the guidelines
established by the bank and bank card associations.

Management should evaluate the risks and rewards of whether the bank can process an
adequate volume of merchant sales without undertaking an unacceptable level of risk. Large
profits at lower volumes can indicate that the bank is processing for high-risk merchants.
Significant profits relative to volume levels may also indicate that the bank is using third-
party organizations to conduct all activities without expending the resources to manage the
business properly.

Deposits from the settlement of merchant processing activities are highly volatile and not a
reliable source of funding, especially for a nationwide merchant processing program. A
common misconception is that such deposits enable a bank to generate a profitable merchant
processing business. In a nationwide program many, if not most, of the merchant-account
relationships are at each merchant’s primary bank, not the acquiring bank.

Credit Risk

Credit risk arising from charge-backs is a significant risk to an acquirer’s earnings and
capital. Although processing card transactions is technically not an extension of credit, the
acquiring bank is relying on the creditworthiness of the merchant.
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Merchant charge-backs become a credit exposure to the acquirer when either the merchant or
ISO/MSP declares bankruptcy or is otherwise financially unable to pay. If a merchant or
ISO/MSP cannot honor its charge-backs, the acquiring bank must pay the card-issuing bank.
Banks have been forced to cover large charge-backs when merchants have gone bankrupt or
committed fraud. In many of these cases, the merchant engaged in deceptive or misleading
practices. The contingent liability can span several months of the merchant’s sales volume
because of the cardholder’s rights to dispute the charge and the charge-back process.
Moreover, high volumes of charge-backs may result in large fines from the bank card
associations.

A single merchant or ISO/MSP-related merchants can generate sufficient sales and
subsequent charge-backs to result in substantial losses to the bank. Charge-backs from a
fraudulent or problem merchant (or group of these merchants) can total hundreds of
thousands of dollars per day. These charge-backs can translate into recognized losses to the
acquiring bank if the merchant or ISO/MSP is incapable of payment. Charge-back losses can
deplete earnings and capital in a matter of days, causing a bank to fail.

Substantial credit risk can arise when an ISO/MSP uses a bank’s BIN/ICA number. The
indemnification of losses by the ISO/MSP is only as strong as the creditworthiness of the
ISO/MSP and the creditworthiness of the merchants signed by the ISO/MSP. Many of the
most serious merchant processing losses at banks have resulted from merchants solicited by
ISOs/MSPs (even when ISOs/MSPs were contractually responsible for losses).

If an acquiring bank permits other bank card association members to use its BIN/ICA
number, it also assumes credit risk. The BIN/ICA number owner has primary responsibility
to the bank card association for any user’s (user of the BIN/ICA number) failure to perform.
Using another member’s BIN/ICA number is also risky. If the bank owning the BIN/ICA
number fails to perform, the bank card association may hold the users of the BIN/ICA
number liable. Although sharing BIN/ICA numbers is less common than in the past, users
could be liable for all activity involving the BIN/ICA number if they are members of the
bank card associations.

Operational Risk

Acquiring banks are faced with operational risk daily as they process card transactions for
their merchants. This risk arises primarily from the settlement process. Settlemen