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Version 1.0 Introduction > Background

Introduction

Background

The Office of the Comptroller of the Currency’s (OCC) Comptroller’s Handbook bookilet,
“Large Bank Supervision,” is prepared for use by OCC examiners in connection with their
examination and supervision of midsize and large national banks and federal savings
associations (FSA) as well as foreign-owned U.S. branches and agencies (collectively,
banks). This booklet is also used to supervise international operations of both midsize and
large banks. When it is necessary to distinguish between them, national banks and federal
savings associations are referred to separately.

Examiners should u is booklet in their supervision of banks in the OCC’s midsize, large,
pervision programs. The “Bank Supervision Process” booklet of

ok explains the factors considered when the OCC designates banks

Accordingly, examine d dpply the guidance in this booklet consistent with each
bank’s individual circu

“Bank Supervision Process” booklefland sh@uld be used in conjunction with that and other

booklets of the Comptroller’s HandBgok, as Wt as the FFIEC Information Technology (IT)
Examination Handbook and the FFIE
(BSA/AML) Examination Manual.* Examfhe se this booklet in conjunction with the
“Federal Branches and Agencies Supervisio t ghthe Comptroller’s Handbook when

examining and supervising a federal branch or
When reviewing the international operations of ba
the Basel Committee on Banking Supervision’s “Core
Supervision.”?

mingrs should also be guided by
ipleSor Effective Banking

Related “Bank Supervision Process” Booklet Sections

Related sections of the “Bank Supervision Process” booklet of the Comptroller dbook are noted in boxes
like this one throughout this booklet. Examiners should refer to these sections and use them in conjunction
with the content in the “Large Bank Supervision” booklet. If all of the content of a section of this booklet
mirrors the content in the “Bank Supervision Process” booklet, this box is not used.

LFFIEC is the Federal Financial Institutions Examination Council.

2 The Basel Committee on Banking Supervision is a committee of banking supervisory authorities established
by the central bank governors of the Group of Ten countries in 1975. The committee issued the “Core Principles
for Effective Banking Supervision” in September 1997 and updated it in October 2006 and September 2012.
The 29 principles establish minimum standards for supervisory authorities and are designed to promote more
consistent and effective bank supervision in all countries.
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Version 1.0 Introduction > Bank Supervision Roles and Responsibilities
and Bank Affiliates and Related Organizations

The OCC’s midsize and large bank supervision objectives are designed to

e determine the bank’s condition and its risks associated with current and planned
activities, including relevant risks originating in subsidiaries and affiliates.

e evaluate the overall integrity and effectiveness of the bank’s risk management systems,
using periodic validation. Validation is accomplished through a combination of
observation, inquiry, and testing.

e assess the bank’s compliance with laws and regulations.

e communicate examination conclusions and deficiencies to bank management and
directors in a clear and timely manner, and obtain commitments to correct deficiencies.

e verify and validate the effectiveness of corrective actions or, if actions have not been
undertaken or accomplished, pursue timely resolution through supervisory or
enforcement actions.

S” Booklet Section

e, Roles, and Responsibilities”

Because of the vast—and in so gldRal—operating scope of large banks, the OCC

assigns examiners to work full time@t the la¥gest and most complex banks. This enables the
OCC to maintain an ongoing progra iskg®Ssessment, monitoring, and communications
with bank management and directors. An gXam#hgr-in-charge (EIC) is assigned full time to
each midsize and large bank to provide day-#0-d
examiners. The OCC rotates EICs of midsize a gefoagks periodically to promote

performing their own analyses, the OCC’s large ba leverage the work of other
OCC experts, other regulatory agencies, and outside audit nd agalysts to supervise the
bank.

Bank Affiliates and Related Organizations

Related “Bank Supervision Process” Booklet Sections

e “Introduction”

> “Types of Banks”

> “Bank Affiliates and Related Organizations”
e Appendix A, “Functional Regulation”

Many banks are part of diversified financial organizations with multiple entities. The term
“related organizations” refers to various types of entities related to a bank, typically
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Version 1.0 Introduction > Coordination With Other Regulators

by common ownership or control. Generally, related organizations are affiliates or
subsidiaries.®

To differentiate among types of affiliates, the OCC uses the terms “lead OCC-supervised
bank,” “significant OCC-supervised affiliate,” and “smaller OCC-supervised affiliate.”
A “lead OCC-supervised bank” is the OCC-supervised affiliate with the most assets, unless
the company designates another bank as “lead.” A “significant OCC-supervised affiliate” is
an OCC-supervised bank affiliate that has assets of $1 billion or more. A “smaller OCC-
supervised affiliate” is an OCC-supervised bank affiliate that has assets of less than

$1 billion.

A functionally regulated affiliate (FRA) is a bank affiliate (including a bank operating
subsidiary) whose primary regulator is the U.S. Securities and Exchange Commission (SEC),
a state insurance comggissioner, or the U.S. Commodity Futures Trading Commission
(CFTC). FRAs In

SEC-registered s@curipi€s Bgoker-dealers.

SEC or state-regist vestment advisers.

SEC-registered investgent ¢ ies (e.g., mutual funds).

state-supervised insurancgcompanies and agencies.

CFTC-registered or regula j ., futures commission merchants, commaodity
pools, commodity pool operatorg] or commodities trading advisors).

As the primary regulator of federally char
evaluating the overall or consolidated risk'p,

ks, the OCC has the responsibility for
OCC-supervised banks within a
@ombining the assessment of risks at
: ent of the material risks posed to
the OCC-supervised banks by the banks’ or any FR tigmally regulated activities, as
appropriate.

Coordination With Other Regulators

Related “Bank Supervision Process” Booklet Sections

e “Risk-Based Supervision Approach” > “Supervisory Process” > “Planning” > “Coordination With Other
Regulators”
e Appendix A, “Functional Regulation”

As the size and complexity of a bank’s operations increase, so too does the need for close
coordination among relevant regulators. For banks with international operations or banks
owned by foreign banking organizations, this includes coordination with foreign supervisors,

3 For more information, refer to the “Related Organizations” booklet of the Comptroller’s Handbook (national
banks), Office of Thrift Supervision (OTS) Examination Handbook section 380, “Transactions with Affiliates
and Insiders” (FSAs), and OTS Examination Handbook section 730, “Related Organizations” (FSAS).
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as appropriate. The OCC shares supervision with other regulators on issues related to the
following:

e Shared national credits: The interagency Shared National Credit Program is designed to
provide a review and credit quality assessment of many of the largest and most complex
bank credits. For more information, refer to OCC Bulletin 1998-21, “Shared National
Credit Program: SNC Program Description and Guidelines.”

e Interagency Country Exposure Review Committee decisions: The OCC, the Board of
Governors of the Federal Reserve System, and the Federal Deposit Insurance Corporation
established this committee to ensure consistent treatment of the transfer risk associated
with banks’ foreign exposures to public and private sector entities. For more information,
examiners should refer to the “Guide to the Interagency Country Exposure Review
Committee Process” transmitted by OCC Bulletin 2009-8, “Country Risk: Changes to the
Interagency Coupfgy Exposure Review Committee Process.”

e Consumer pggtectiom laws and regulations: Section 1025 of the Dodd—Frank Wall
Street Refo er Protection Act (Dodd-Frank) (12 USC 5515) granted the
Bureau of Cons jal Protection (BCFP) exclusive authority to examine insured

retained authority for exaghi msured depository institutions with more than

$10 billion in total assets with certain other laws related to consumer
financial protection, including t using Act, the Servicemembers Civil Relief
Act, and section 5 of the FederalNyade Caffimission Act.

sharing agreements, delegation orders, interage

and regulations governing cooperation and info ing with other regulators.

Regulatory Ratings

Related “Bank Supervision Process” Booklet Sections

e “Examination Authority and Full-Scope, On-Site Examination Requiremen latory Ratings”
e “Uniform Financial Institutions Rating System (Commonly Known as CAMEL

e “Uniform Rating System for Information Technology”

e “Uniform Interagency Trust Rating System”

e “Uniform Interagency Consumer Compliance Rating System”

e “Community Reinvestment Act Rating System”

e “ROCA Rating System”

The OCC uses the uniform interagency rating systems adopted by the FFIEC to assign bank
ratings. The CAMELS or ROCA composite and component ratings, and applicable specialty
area ratings, are formally communicated to the bank’s board of directors (board) and bank

4 Refer to 12 USC 5481 for the definition of “enumerated consumer laws.”
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Version 1.0 Introduction
> Full-Scope Examination Requirement and Types of Supervisory Activities

management through the report of examination (ROE) or other formal written
communication (e.g., a supervisory letter). The contents of the OCC’s formal written
communications, including regulatory ratings, are confidential, except for the bank’s
Community Reinvestment Act (CRA) performance evaluation.’ The CAMELS or ROCA
rating system and the OCC’s risk assessment system (RAS) are used together during the
supervisory process to document the bank’s condition and resilience.

A national bank (except federal branches or agencies) or FSA’s composite rating under the
Uniform Financial Institutions Rating System (UFIRS), or CAMELS, integrates ratings from
six component areas: capital adequacy, asset quality, management, earnings, liquidity, and
sensitivity to market risk. Component ratings are assigned for the specialty areas of IT, trust,
consumer compliance, and CRA (ITCC). ROCA is the interagency uniform supervisory
rating system for federal branches and agencies. ROCA integrates ratings from four
component areas: riskananagement, operational controls, compliance, and asset quality.
These component e8ent the major activities or processes of a branch or agency that may

rating is the highest and represents the least
supervisory concern, indicati stiongest performance and risk management practices
relative to the bank’s size, cormgleXit isk profile. A 5 rating is the lowest and
represents the greatest supervisory g@ncern,indicating the most critically deficient level of
performance and risk management cti(?tive to the bank’s size, complexity, and risk

profile.

Full-Scope Examination Requireme
Types of Supervisory Activities

Related “Bank Supervision Process” Booklet Sections

e “Examination Authority and Full-Scope, On-Site Examination Requite@ment”

> For more information, refer to the “Disclosure of Ratings” section of the “Bank Supervision Process” booklet.

Comptroller's Handbook 5 Large Bank Supervision
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> Full-Scope Examination Requirement and Types of Supervisory Activities

Banks must receive a full-scope, on-site examination every 12 or 18 months.® The
examination frequency is known as the supervisory cycle. A full-scope, on-site examination
must consist of examination activities performed during the supervisory cycle that

e satisfy the core assessment’ and are sufficient in scope to assign the bank’s regulatory
ratings,® except CRA ratings.®

e result in conclusions about the bank’s risk profile.

e review the bank’s BSA compliance program.

e assess the bank’s compliance with the national flood insurance program, if the bank is an
insured depository institution.©

e include on-site supervisory activities. !

e conclude with the issuance of an ROE.*?

conducted throughot
large banks generally
examinations.

supervisory cycle. Supervisory activities for midsize and
categories—ongoing supervision and target

612 USC 1820(d) requires the OCC to cond ullsSCop
institution every 12 or 18 months. The OCC appli i
(federal branches and agencies excepted), regardless
(refer to 12 CFR 4.6). The frequency of on-site examinati r fefleral branches and agencies is prescribed by
12 USC 3105(c) and 12 CFR 4.7. The Economic Growth §Regud@tory Relief, and Consumer Protection Act
(Pub. L. 115-174), which was signed into law on May 24, 20£8, gave the OCC, the Federal Deposit Insurance
Corporation, and the Federal Reserve the authority to extend theyexa cle for additional banks. As of
the publication date of this booklet, the OCC was in the process of a FR 4.6 (national banks and
FSAs, except federal branches and agencies) and 12 CFR 4.7 (feder C

gencies) to implement this
act. For the most up-to-date information, examiners should refer to 12 , 12 USC 1820(d)(10),
12 CFR 4.6, and 12 CFR 4.7, and consult the supervisory office.

n-site examination of each insured depository
tory examination requirement to all types of banks

7 Refer to the “Core Assessment” sections of this booklet and the “Core Examinatton Overview and Procedures
for Assessing the BSA/AML Compliance Program” section of the FFIEC BSA/AML Examination Manual.

8 “Regulatory ratings” refers to a bank’s composite and component CAMELS or ROCA ratings (as applicable)
and specialty area ratings for IT, trust, and consumer compliance. Refer to the “Regulatory Ratings” section of
this booklet.

® CRA evaluations for banks with assets in excess of $250 million generally are conducted within 36 to 48
months from the start of the prior CRA examination, depending on the bank’s risk characteristics. For more
information, refer to the “Community Reinvestment Act” section of the “Bank Supervision Process” booklet.

10 Refer to 12 USC 1820(i) and the “National Flood Insurance Program” section of the “Bank Supervision
Process” booklet.

11 The extent of on-site examination work is flexible.

12 Refer to the “Report of Examination” section of the “Bank Supervision Process” booklet.
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> Full-Scope Examination Requirement and Types of Supervisory Activities

e Ongoing supervision is the OCC’s process for assessing risks and reviewing core
knowledge about the bank on an ongoing basis. Ongoing supervision conclusions can
result in changes to the OCC’s supervisory strategy, regulatory ratings, or RAS
conclusions for the bank. Monitoring is a type of quarterly ongoing supervision. For more
information, refer to the “Monitoring” section of this booklet.

e Target examinations may focus on one particular product (e.g., credit cards), function
(e.g., audit), or risk (e.g., operational risk) or may cover specialty areas (e.g., municipal
securities dealers). Conclusions from target examinations are generally communicated to
the bank in supervisory letters. Target examinations are often conducted as integrated risk
reviews by business or product line. Because a product may have implications for several
risk categories, target examinations generally focus on risk controls and processes for
each applicable risk category. For example, a target examination of credit card lending
activities focuses on credit risk; operational risk from credit card fraud, processing errors,
or service interrugions; interest rate risk from low introductory rates; compliance risk

from disclosu w@

inadequate ' r the confidentiality and privacy of consumer information. Findings
from these targetiexaggfhatigns provide input for the core assessment and quarterly RAS
updates.

%
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Risk-Based Supervision Approach

Related “Bank Supervision Process” Booklet Sections

e ‘“Introduction” > “Bank Affiliates and Related Organizations”

e “Examination Authority and Full-Scope, On-Site Examination Requirement”
e “Risk-Based Supervision Approach”

e Appendix A, “Functional Regulation”

From a supervisory perspective, risk is the potential that events will have an adverse effect on
the bank’s current or projected financial condition®® and resilience.* In carrying out its
mission, the OCC employs an ongoing risk-based supervision approach focused on
evaluating risk, identifying material and emerging concerns, and requiring banks to take
timely corrective actign before deficiencies compromise their safety and soundness.
Examiners evalua sing the RAS and tailor supervisory activities to the risks identified.

The OCC recognizegithat Ing is a business of assuming risks to earn profits. While
banking risks histori en concentrated in traditional banking activities, the
financial services industiy haS e d in response to market-driven, technological, and
legislative changes. These €hang8s hadye allowed banks to expand product offerings,
geographic diversity, and delivgry 8ys but have also increased the complexity of the

bank’s consolidated risk exposu

Midsize and large banks assume varie %
midsize and large bank supervision is a ri

whether banks effectively assess risks througho
diversity of operations, or existence of subsidia

ay be complex. The foundation of
ment framework designed to determine

plex, its risk management
OCC directs bank

risks they assume. As an organization grows more dives
processes should keep pace. When risk is not properly m
management to take corrective action. In all cases, the O

To fully implement the risk-based supervision approach, examiners assess the risk profiles
and assign regulatory ratings to the lead OCC-supervised bank and its affiliated OCC-
supervised banks. Examiners may determine that risks in individual OCC-supervised banks
are increased, reduced, or mitigated in light of the consolidated risk profile of the company as
a whole. To perform a consolidated analysis, examiners should obtain pertinent information
from banks and affiliates (refer to the “Functional Regulation” section of the “Bank
Supervision Process” booklet), assess risk to the OCC-supervised banks resulting from
activities conducted by the bank’s affiliates, and obtain information from other regulatory
agencies, as necessary.

13 Financial condition includes impacts from diminished capital and liquidity. Capital in this context includes
potential impacts from losses, reduced earnings, and market value of equity.

14 Resilience recognizes the bank’s ability to withstand periods of stress.
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Version 1.0 Risk-Based Supervision Approach
> Core Knowledge and Core Assessment

Figure 1 illustrates the OCC’s risk-based supervision approach. The sections that follow
explain the relationship between each of the concepts illustrated in figure 1. Later in this
booklet, the “Supervisory Process” section explains how each of these components is
incorporated into the OCC’s supervisory process.

Figure 1: Risk-Based Supervision Components

Core
knowledge

- RAS
Verificatior: A7 ELS Core

Al
procedures - assessment

ACCA
Special\;’ area raungs

Expanded
procedures @
Core Knowledge O
Core knowledge is information in the OCC’s supervisory if§grmat stems about the

bank, its culture, risk profile, and other internal and external
enables examiners to communicate critical data to each other wi
efficiency.

Core Assessment

Related “Bank Supervision Process” Booklet Section

e “Risk-Based Supervision Approach” > “Core Assessment”

Core assessment establishes the minimum conclusions examiners must reach to assess risks
and assign regulatory ratings. Examiners must reach these conclusions during the course of
each supervisory cycle as part of meeting the requirements of the required full-scope, on-site
examination. Examiners complete one core assessment for all OCC-supervised banks within

Comptroller's Handbook 9 Large Bank Supervision



Version 1.0 Risk-Based Supervision Approach
> Expanded and Verification Procedures

a company during every supervisory cycle, but the core assessment (or portions thereof) may
be performed more often when the EIC or supervisory office deems appropriate. Regulatory
ratings must be assigned at least annually for each OCC-supervised bank in the company.

The core assessment’s standards are sufficiently flexible to be applied to all companies;
examiners can use the standards to assess risks for all product lines and legal entities. The
structure of the core assessment facilitates the analysis of risk in merging companies because
examiners use a common language and the same standards to assess risks.

Examiners should use judgment in deciding how to perform their assessments using the core

assessment, including the level of transaction testing needed. Examiners should be alert to

specific activities or risks that may trigger the need to expand the scope of the supervisory

activity, which can include expanded procedures from other Comptroller’s Handbook

booklets. A decision g modify an activity’s scope should be documented in the appropriate
! gtion system.

Expanded and Verijfi Procedures

Related “Bank Supervision Bo@klet Sections

e “Risk-Based Supervision Appro
> “Expanded Procedures”
> “Verification Procedures”

Expanded procedures contain detailed gu%

products that warrant extra review beyond t
in other booklets of the Comptroller’s Handboo

r examining specialized activities or

procedures can be found in most booklets in the Safety and Soundress and Asset
Management series of the Comptroller’s Handbook. Refer to the “Bank Supervision Process”
booklet for guidance regarding use of verification procedures.

Comptroller's Handbook 10 Large Bank Supervision



Version 1.0 Risk-Based Supervision Approach > Risk Assessment System

Risk Assessment System

Related “Bank Supervision Process” Booklet Section

e “Risk Assessment System”

By completing the core assessment and, as necessary, expanded or verification procedures,
examiners assess the bank’s risk exposure for the following eight categories of risk using the
RAS: credit, interest rate, liquidity, price, operational, compliance, strategic, and
reputation.™ These categories are not mutually exclusive. Risks also may be interdependent
and may be positively or negatively correlated.

As the primary regulator of federally chartered banks, the OCC has the responsibility for
evaluating the overaldfgr consolidated risk profile of such banks. The consolidated risk profile
is developed by cg <1® g the assessment of risks at each affiliated federally chartered bank,
including an ass€SsmewmisdT the material risks posed to the banks by the banks’ or any FRA’s
functionally regulate@l actif7ities, as appropriate. The relative importance of each risk, both for
an individual bank an federally chartered banks in aggregate, should influence the
development of the supe ategy, the assignment of resources, and the bank’s
regulatory ratings.

For each of the eight categories of ri§k, examiners draw conclusions regarding the quantity of
risk, quality of risk management, ag8kegate rigK, and direction of risk:

e Quantity of risk is the level or volume gfTi the bank faces and is characterized as
low, moderate, or high.

e Quality of risk management is how well ri ified, measured, controlled, and

icient, or weak.

e Aggregate risk is a summary conclusion about th rvisory concern.

I risiand the quality of risk

miners characterize

management. (Examiners weigh the relative importance
aggregate risk as low, moderate, or high.

e Direction of risk is a prospective assessment of the probable ment in aggregate risk
over the next 12 months and is characterized as decreasing, stable, or increasing. The
direction of risk often influences the supervisory strategy, including how much validation
is needed. If risk is decreasing, the examiner expects, based on current information,
aggregate risk to decline over the next 12 months. If risk is stable, the examiner expects
aggregate risk to remain unchanged. If risk is increasing, the examiner expects aggregate
risk to be higher in 12 months.

The presence of risk is not necessarily reason for concern. Examiners determine whether the
risks the bank assumes are warranted by assessing whether the risks are effectively managed
in a manner consistent with safe and sound banking practices. Generally, a risk is effectively
managed when it is identified, measured, monitored, controlled, and reported. Senior bank

15 Refer to the “Risk Assessment System” section of this booklet for definitions of each category of risk.
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Version 1.0 Risk-Based Supervision Approach > Risk Assessment System

management should report to the board on the bank’s overall risk profile, including aggregate
and emerging risks. The bank should have the capacity to readily withstand the financial
distress that a risk, in isolation or in combination with other risks, could cause.

If examiners determine that a risk is unwarranted (e.g., not effectively managed or supported
by adequate capital), they must communicate to bank management and the board the need to
mitigate or eliminate the unwarranted risk. Appropriate actions may include reducing
exposures, increasing capital, or strengthening risk management practices.

Examiners should discuss RAS conclusions (preliminary and final) with bank management
and the board during each supervisory cycle. Following preliminary discussions, examiners
should adjust conclusions when appropriate. Once the risks have been clearly identified and
communicated, the OCC can then focus its supervision on the areas of greater risk within the
bank, the consolidateghbanking company, and the banking system. If a change to the RAS
occurs that warra eNiNg the bank’s supervisory strategy or requires corrective action by
bank manageme eLs should formally communicate the rationale for the change to
bank management ogthe nd obtain commitments for any required corrective actions.
These communicatio e bank and the OCC reach a common understanding of the
bank’s risks, focus on thi&streng d weaknesses of risk management, and achieve
supervisory objectives.

Risk Management

Because market conditions and company sigtic vary, no single risk management system
works for all banks or companies. The sophigffcation@f risk management systems should be

proportionate to the risks present and the bank’s/§i2€ apghcomplexity. As an organization
& sk management should keep

grows more diverse and complex, the sophistic
pace.

ghensive to enable
gughout the company.

Risk management systems of large banks must be sufficiefitly @gmp
senior bank management to identify and effectively manag&ghe rig
Banks of $50 billion or more in average total consolidated asseg d banks) are subject
to heightened standards as detailed in 12 CFR 30, appendix D. ese standards, the
OCC expects covered banks to establish and adhere to a written risk governance framework
to manage and control their risk-taking activities. Minimum standards are also provided for a
bank’s board to follow in overseeing the risk governance framework.

Sound risk management systems have several things in common; for example, they are
independent of risk-taking activities. Regardless of the risk management system’s design,
each system should do the following:

Identify risk: To properly identify risks, the board and management should recognize and
understand existing risks and risks that may arise from new business initiatives, including
risks that originate in nonbank subsidiaries, affiliates, and third-party relationships, and those
that arise from external market forces or regulatory or statutory changes. Risk identification
should be a continual process and should occur at the transaction, portfolio, and enterprise

Comptroller's Handbook 12 Large Bank Supervision



Version 1.0 Risk-Based Supervision Approach > Risk Assessment System

levels. For larger, more complex banks, the board and management also should identify
interdependencies and correlations across portfolios and lines of business that may amplify
risk exposures. Proper risk identification is critical for banks undergoing mergers and
consolidations to ensure that risks are appropriately addressed. Risk identification in merging
companies begins with establishing uniform definitions of risk; a common language helps to
ensure the merger’s success.

Measure risk: Accurate and timely measurement of risks is essential to effective risk
management systems. A bank that does not have a risk measurement system has limited
ability to control or monitor risk levels. Further, the bank needs more sophisticated
measurement tools as the complexity of the risk increases. Management should periodically
conduct tests to ensure that the bank’s measurement tools are accurate. Sound risk
measurement systems assess the risks at the individual transaction, portfolio, and enterprise
levels. During bank paergers and consolidations, the effectiveness of risk measurement tools
is often impaired ¢ of the incompatibility of the merging systems or other problems of
integration. Coné Y, the resulting company should make a concerted effort to ensure
that risks are appropgate ured across the merged entity. Larger, more complex
companies should as ffect of increased transaction volumes across all risk
categories.

Monitor risk: Management sRQu risk levels to ensure timely review of risk
positions and exceptions. Monitoring’report§ should be timely and accurate and should be
distributed to appropriate individual§yincludingpthe board to ensure action, when needed. For
larger, more complex banks, monitori % ensure that management’s decisions are
ices, and legal entities. Well-designed

implemented for all geographies, product®a
monitoring systems allow the board to hold Tan ephaccountable for operating within

established risk appetites.

Control risk: The board and management should es municate risk limits
through policies, standards, and procedures that define r

limits should serve as a means to control exposures to the

exceptions to risk limits when warranted. In banks merging or consolidating, the transition
should be tightly controlled; business plans, lines of authority, and accountability should be
clear. Large, diversified banks should have strong risk controls covering all geographies,
products and services, and legal entities to prevent undue concentrations of risk.

Refer to the “Corporate and Risk Governance” booklet of the Comptroller’s Handbook for
more information regarding risk management.

Risk Management Assessment Factors
Examinations of midsize and large banks focus on the overall integrity and effectiveness of

risk management systems. Periodic validation, a vital component of examinations, verifies
the integrity of these risk management systems. When examiners assess risk management

Comptroller's Handbook 13 Large Bank Supervision



Version 1.0 Risk-Based Supervision Approach > Risk Assessment System

systems, they consider the bank’s policies, processes, personnel, and control systems. If any
of these areas is deficient, the bank’s risk management is typically also deficient.

e Policies are statements of actions adopted by the bank to pursue certain objectives.
Policies guide decisions and often set standards (on risk limits, for example) and should
be consistent with the bank’s underlying mission, risk appetite, and core values. Policies
should be reviewed periodically for effectiveness and approved by the board or
designated board committee.

e Processes are the procedures, programs, and practices that impose order on the bank’s
pursuit of its objectives. Processes define how activities are carried out and help manage
risk. Effective processes are consistent with the underlying policies and are governed by
appropriate checks and balances (such as internal controls).

e Personnel are the bank staff and managers who execute or oversee processes. Bank
personnel shouldgdg qualified and competent, have clearly defined roles and

' Be held accountable for their actions. Personnel should understand

k appetite, core values, policies, and processes. Banks’

compensation pr@gr Id be designed to attract and retain personnel, align with

balance risk-taking and reward.*®

e Control systems are¥ge fun€tions (such as internal and external audits and quality
assurance) and informatiah sySterms that bank management uses to measure performance,
make decisions about risk, effectiveness of processes and personnel.
Control functions should have cl€ar reparting lines, sufficient resources, and appropriate
access and authority. Managemeng informgftion systems (MIS) should provide timely,
accurate, and relevant feedback.

Measuring and Assessing Risk

s obtain both a current and
overall condition. When
@ the bank from

RAs.1” Completing the
, the core

g and emerging risks,

Using the OCC’s core assessment standards as a ¢
prospective view of the bank’s risk profile and determine
appropriate, this risk profile incorporates the potential m
functionally regulated activities conducted by the bank or t
core assessment provides the conclusions to complete the RASE
assessment and the RAS enable the OCC to measure and assess ex
regardless of the bank’s size or complexity.

Additionally, the RAS drives supervisory strategies and activities, and it helps examiners
determine when to require action by bank management to address deficiencies before those
deficiencies compromise the bank’s safety and soundness. The RAS also facilitates
discussions with bank management and the board about the bank’s risks.

16 Refer to OCC Bulletin 2010-24, “Incentive Compensation: Interagency Guidance on Sound Incentive
Compensation Policies,” for information regarding incentive compensation policies and practices.

17 Refer to the “Functional Regulation” section of the “Bank Supervision Process” booklet.

Comptroller's Handbook 14 Large Bank Supervision



Version 1.0 Risk-Based Supervision Approach > Risk Assessment System

Internal Control and Audit

Examiners evaluate and validate the two fundamental components of any bank’s risk
management system—internal control and audit—as part of the core assessment. An accurate
evaluation of internal control and audit is critical to the proper supervision of the bank.
Examiners communicate to the bank their overall assessments (strong, satisfactory,
insufficient, or weak) of the system of internal control and the audit program, along with any
significant concerns or weaknesses, in the ROE. Based on these assessments, examiners
determine the amount of reliance they can place on internal control and audit for areas under
examination. Effective internal control and audit help to leverage OCC resources and
establish the scope of current and planned supervisory activities.

Internal Control

An effective systeg
system. As requifed Dy R 363, bank management must assess the effectiveness of the
bank’s internal cont
. iners should obtain an understanding of how the auditors
reached their conclusionSfor th station of bank management’s assertions.

The core assessment includes essing the bank’s control environment during
each supervisory cycle. The factors tent with industry-accepted criterial® for
establishing and evaluating the effectiveness gf’internal control. When examiners need to use
expanded procedures, they should refe rnal Control” booklet of the
Comptroller’s Handbook (national banks); argination Handbook section 340,
“Internal Control” (FSAS), other appropriate bo Comptroller’s Handbook, the
FFIEC IT Examination Handbook, and the FFI Examination Manual. These
resources provide more information on the types o alfcogtrols commonly used in
specific banking functions.

Audit

Related “Bank Supervision Process” Booklet Section

e “Examination Authority and Full-Scope, On-Site Examination Requirement” > “Assessment of Audit
Functions”

18 Banks that are subject to 12 CFR 363 or that file periodic reports under 12 CFR 11 and 12 CFR 16.20 may be
subject to the provisions of the Sarbanes—Oxley Act. For more information, refer to the “Internal and External
Audits” booklet of the Comptroller’s Handbook.

19 The Committee of Sponsoring Organizations of the Treadway Commission’s 1992 report “Internal Control-
Integrated Framework” discusses control system structures and components. The committee is a voluntary
private-sector organization, formed in 1985, dedicated to improving the quality of financial reporting through
business ethics, effective internal control, and corporate governance. The committee was jointly sponsored by
the American Accounting Association, the American Institute of Certified Public Accountants, the Financial
Executives Institute, the Institute of Internal Auditors, and the National Association of Accountants.
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Assessment of the bank’s audit functions (internal and external) is fundamental to the OCC’s
overall supervisory process and forms the basis for OCC internal control assessments.
Effective bank audit functions may help establish the scopes of current supervisory activities
and contribute to strategies for future supervisory activities.

The EIC should tailor the audit review to fit examination objectives. When doing so, he or
she should consider the bank’s size, complexity, scope of activities, and risk profile.
Examiners responsible for audit reviews, through coordination with functional and specialty
area examiners, should determine how much reliance the OCC can place on audit work. OCC
examiners assess the bank’s overall audit function during each supervisory cycle by

e drawing a conclusion about the adequacy and effectiveness of the overall audit program
and the board’s oversight of the audit program.
e assigning a ratinggtg the overall audit program (strong, satisfactory, insufficient, weak).

ing supervision activities, when completing the audit
core assessment. As part of t it feviews, examiners may need to perform expanded
procedures from the “Internal udits” booklet to assess the audit function.

may not be waived during any supervis he EIC has flexibility, however, in
limiting the scope of the work paper revie egth
work papers reviewed) based on his or her familia
findings from the previous review of internal a
external audit work papers?® unless the review of
significant issues (e.g., insufficient audit coverage) or'gee
normally within the scope of an external audit program.

The review of internal audit work pagers ?ing those from outsourced internal audit,
yvcl
umber of internal audit programs or
the bank’s audit function and
ers typically do not review

raised about matters

Examiners may identify significant audit or control discrepan @ nesses, or may
raise questions about the audit function’s effectiveness after complgti@ the core assessment.
In those situations, examiners should consider expanding the scope of the review by selecting
expanded procedures in the “Internal and External Audits,” “Internal Control,” or other
appropriate booklets of the Comptroller’s Handbook, the FFIEC IT Examination Handbook,
or the FFIEC BSA/AML Examination Manual.

When reviewing the audit function, significant concerns may remain about the adequacy or
independence of an audit or about the integrity of the bank’s financial or risk management
controls. If so, examiners should consider further expanding the audit review to include
verification procedures. Even when the external auditor issues an unqualified opinion,
verification procedures should be considered if discrepancies or weaknesses call into

20 Before reviewing external auditor work papers, examiners should meet with bank management and the
external auditor, consult with the OCC’s chief accountant, and obtain approval from the supervisory office.
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question the accuracy of the opinion. The extent to which examiners perform verification
procedures is decided on a case-by-case basis after consultation with the supervisory office.?

Direct confirmation with the bank’s customers must have prior approval of the appropriate
deputy comptroller. The Enforcement and Compliance Division should be notified when
direct confirmations are being considered.

If examiners identify significant audit weaknesses, the EIC should recommend to the
appropriate supervisory office what action the OCC should take to require the bank to correct
the weaknesses. Consideration should be given to whether the bank complies with the laws
and regulations?? that establish minimum requirements for internal and external audit
programs. Further, if the bank does not meet the audit system operational and managerial
standards of 12 CFR 30, appendix A, possible options to consider are having bank
management developg compliance plan, consistent with 12 CFR 30, to address the
weaknesses, or mai )¢ bank subject to other types of enforcement actions. In making a
decision, the sug€rviSe ice considers the significance of the weaknesses, the overall
audit assessment, audt-r atters requiring attention (MRA), bank management’s
ability and commitme ect’corrective action, and the risks posed to the bank.

For more information, refef tgth8\'Bank Supervision Process” and “Internal and External
Audits” booklets of the Comptgollgr’ book.

12 CFR 363 Annual Report Revie

Examiners review 12 CFR 363 annual repor
submitters of such reports.?® The primary pUrpo
identification of problems in financial manage
conduct a review of the 12 CFR 363 annual reportsi

activity or target examination, no later than the quarte
Results of this review should be used in the supervisory

covered by 12 CFR 363 or voluntary
isyeview is to facilitate the early
banks. Examiners should
f the next ongoing supervision
e bank’s submission.
example, in examination
ons, and discussions with
bank management, as appropriate. Examiners should prompt @  supervisory office
of any qualified or adverse opinion or disclaimer of opinion encOugtes#d. For more
information, refer to appendix C, “12 CFR 363 Reporting,” of the “Internal and External
Audits” booklet of the Comptroller’s Handbook.

2 Internal control questionnaires and verification procedures can be found in certain booklets of the
Comptroller’s Handbook.

22 For more information on the laws, regulations, and policy guidance relating to internal and external audit
programs, refer to appendix A of the “Internal and External Audits” booklet of the Comptroller’s Handbook.

23 The requirements are applicable to all banks with $500 million or more in total assets. Banks below this asset
threshold may choose to voluntarily comply with some or all of 12 CFR 363’s requirements.
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Supervisory Process

Risk-Based Supervision Approach > Supervisory Process

Related “Bank Supervision Process” Booklet Section

e “Risk-Based Supervision Approach” > “Supervisory Process”

The OCC fulfills its mission principally by supervising banks on an ongoing basis. In
midsize and large banks, supervisory activities occur throughout the supervisory cycle. The
supervisory process includes planning, supervisory activities, communication, and
documentation as illustrated in figure 2. The elements of the OCC’s risk-based supervision
approach discussed earlier in this booklet are integrated throughout the supervisory process.

Figure 2: Supervisory Process
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Planning

Related “Bank Supervision Process” Booklet Section

e “Risk-Based Supervision Approach” > “Supervisory Process” > “Planning”

Planning is essential to effective supervision and occurs throughout the bank’s supervisory
cycle. Planning requires careful and thoughtful assessment of the bank’s current and
anticipated risks (e.g., examiners should assess the risks of both existing and new banking
activities).?* Planning includes

e developing and maintaining a supervisory strategy for each bank. (Supervisory strategies
for OCC-supervised banks are generally documented as one strategy for all OCC-
supervised banksgdthin the company.)

supervisory objectives, supervisory activities, a
integrates all supervisory activities planned for

affiliates. The EIC develops the supervisory strategy with input from the resident examiners
or functional EICs, as appropriate. For large banks, the appropriate deputy comptroller
reviews and approves each strategy. For midsize banks, the appropriate assistant deputy
comptroller approves the strategy. Examiners document strategies in the appropriate OCC
supervisory information system.

Each supervisory strategy includes supervisory objectives, supervisory activities, and work
plans, and is based on

24 Refer to OCC Bulletin 2017-43, “New, Modified, or Expanded Bank Products and Services: Risk
Management Principles.”
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e core knowledge, core assessment, RAS, regulatory ratings, and the supervisory history of
the bank.

e statutory examination requirements.

e the OCC’s annual bank supervision operating plan.?

e supervisory priorities of the agency.

e economic conditions.

e Dbanking industry trends.

e other examination guidelines (e.g., expanded procedures in the Comptroller’s Handbook,
FFIEC IT Examination Handbook, or FFIEC BSA/AML Examination Manual).

The supervisory strategy should also incorporate an assessment of the company’s merger and
acquisition plans and any conditions attached to corporate decisions.

Supervisory objec

M d
risk profile, and 2 @

include an overview
supervisory objectiv:

efine the goals of supervision for the specific bank, based on its
ndation for all activities and work plans. Strategies may optionally
files of the bank’s significant lines of business to support the

Supervisory activities aréghe mganSjof achieving supervisory objectives. Each activity must
be linked to at least one objective SSupervisory activities must be sufficient, in aggregate, to

meet the definition of a full-sc Ite @xamination.?® The strategy should identify
ongoing supervision and target exarflination®ctivities recommended for each quarter of the
supervisory cycle. This information en idated by each RAS element included on

the OCC’s quarterly risk assessment and
profile, including areas of potential or actu
examination areas.

ified to address the bank’s specific risk

Work plans outline the scope, timing, and resourcet
objectives and activities. Work plans should

e identify the complexity, workdays, and expertise of sta
supervisory activities recommended for the year.

e include a preliminary budget projection of the work to be comp
international travel.

d, including any

Work plans may also include an internal and external communications strategy for the year.
This communications strategy may detail the types of information examiners exchange with
boards, bank management, bank personnel, and other regulators and describes how this
information is to be exchanged (i.e., meetings and reports).

% The OCC’s Committee on Bank Supervision issues an annual bank supervision operating plan that sets forth
the OCC’s supervision priorities and objectives.

26 Refer to the “Full-Scope Examination Requirement and Types of Supervisory Activities” section of this
booklet for criteria.
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Supervisory strategies are dynamic. Strategies are reviewed and updated on an ongoing basis
based on company, industry, economic, legislative, and regulatory developments. Examiners
should follow established procedures for receiving approval for and documenting strategy
changes. Examiners should discuss supervisory strategies with bank management as the plans
are made and when any of the plans are modified.

Coordination With Other Regulators

Related “Bank Supervision Process” Booklet Sections

e “Introduction” > “Bank Affiliates and Related Organizations”

e “Examination Authority and Full-Scope Examination Requirement” > “Specialty Area Considerations” >
“Consumer Compliance”

e “Risk-Based Supervision Approach” > “Supervisory Process” > “Planning” > “Coordination With Other
Regulators”

e Appendix A, “Functi

Effective planning f ion of midsize and large banks, especially complex,
diversified compani i equate and timely communication among supervisory
ors. Effective functional supervision is attained through

close cooperation and coo
channels of communication
specific items. By doing so, El
burden of overlapping jurisdiction

Examiners should be aware of the bifurc
banks with more than $10 billion in assets.
Memorandum of Understanding on Supervisor

agreements, delegation orders, interagency agreements, inte
regulations governing cooperation and information sharing witf gulators. Interagency
guidelines on coordination among U.S. banking regulators are detafféd in Banking Bulletin
1993-38, “Interagency Examination Coordination Guidelines.” Examiners planning
supervisory activities of international operations should also coordinate with the International
Banking Supervision division regarding communications with foreign bank supervisors.

Supervisory Activity Components

Supervisory activities, regardless of type, include discovery, correction (when applicable),
monitoring, and examination management. When assessing the bank’s condition, examiners
must consider the risk associated with activities performed by the bank and its nonbank
subsidiaries and affiliates.

27 Refer to OCC news release 2012-85, “Agencies Sign Memorandum of Understanding on Supervisory
Coordination.”
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Discovery

Related “Bank Supervision Process” Booklet Section

e “Risk-Based Supervision Approach” > “Supervisory Process” > “Supervisory Activity Components”
> “Discovery”

Through discovery, examiners gain a fundamental understanding of the bank’s condition,
quality of management, and effectiveness of risk management systems. This understanding
helps examiners focus on the areas of greatest concern. A primary objective of discovery is to
validate the integrity of the bank’s risk management systems. During the validation process,
examiners should perform independent tests in proportion to the risks they find, to validate
the bank’s key control functions.

In discovery, exa

e evaluate the banlfs co

e identify and quartti

e evaluate bank mana
significant risks.

e assess the quality of risk

e perform sufficient testing to veri

Examiners’ assessments form the foundation fo
supervision is an ongoing process that enables exaff§
their assessments to reflect current or emerging risks.
effective supervision.

> supgrvisory activities. Bank
@' pesiodically confirm and update
alllgtion is fundamental to

Correction

Related “Bank Supervision Process” Booklet Sections

e “Risk-Based Supervision Approach” > “Supervisory Process” > “Supervisory Activity Components”
> “Correction”
e “Supervisory Actions”

The OCC uses various supervisory actions, including MRAs, citations of violations of laws
or regulations, or enforcement actions to address banks’ deficiencies. In the correction
process, examiners obtain commitments from bank management to correct each deficiency.?

28 For more information, refer to the “Supervisory Actions” section of the “Bank Supervision Process” booklet
of the Comptroller’s Handbook.
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The bank’s plans for corrective actions should be formally communicated through action
plans. Action plans detail steps or methods that bank management has determined will
correct the root causes of deficiencies rather than symptoms. Bank management is
responsible for developing and executing action plans. Directors are expected to hold bank
management accountable for executing action plans. Action plans should

specify actions to correct deficiencies.

address the underlying root causes of deficiencies.

set realistic time frames for completion.

establish benchmarks to measure progress toward completion.

identify the bank personnel who will be responsible for correcting deficiencies.

detail how bank management will effectively execute the plan, and how the board will
oversee bank management’s actions.

Monitoring

Related “Bank Supervisi ces® Booklet Section

e “Risk-Based Supervision roach pervisory Process” > “Supervisory Activity Components”
> “Monitoring”

Ongoing monitoring allows the OC@'to resgbnd in a timely manner to risks facing individual
banks and the industry as a whole. dynamgé® nature of large banks makes monitoring an

important part of effective supervision.
In monitoring the bank, examiners

e identify current and prospective issues that affé
e determine how to focus future supervisory strategIes.
e follow up on bank management’s progress in correcti
laws or regulations, and complying with enforcement acCty
— assessing bank-prepared action plans to resolve each
appropriateness of the time frames for correction.
— determining whether the bank is executing its action plans.
— verifying the bank’s documentation to confirm that bank management completed its
corrective actions.
— validating that bank management’s corrective actions are effective and sustainable.
— recommending the use of informal or formal enforcement actions when warranted.
e communicate with bank management regarding areas of concern, if any.

risk profile or condition.

ing MRASs, violations of
includes
ncluding the

Examiners must tailor monitoring to each bank. Monitoring activities are focused on
assessing the bank’s risks, including any potential material risks posed by functionally
regulated activities conducted by the bank or FRAs. Monitoring activities are adjusted to
include the risks facing each significant affiliated OCC-supervised bank. More complex
banks generally require more frequent and comprehensive oversight. In addition to assessing
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exposures to foreign currency translation exist, the translation adjustments are not expected
to have an adverse effect.

High: Exposure reflects significant open or illiquid price risk positions. Exposures may be
difficult or costly to close out or hedge due to size, complexity, or generally illiquid markets,
tenors, or products. A significant volume of assets and liabilities are accounted for at fair
value (e.g., lending pipelines and mortgage servicing rights), and valuation changes have
significant potential to adversely affect the bank’s condition. If exposures to foreign currency
translation exist, the translation adjustments could have a material adverse effect.

Quality of Price Risk Management

Examiners use the following definitions to determine the quality of price risk management. It
IS not necessary to every qualifier to be accorded a specific assessment.

Conclusion: ThH€ qu f
weak).

ice risk management is (strong, satisfactory, insufficient,

bank’s risk appetite, provide clear authorities and
responsibilities, and delineatdlapptopMate limits. Bank management fully understands price

risk and actively monitors pro ) trends, and changes in market conditions.
Information processes (manual or agfomated) are fully appropriate for the volume and
complexity of activity. MIS produc the formation processes are accurate, timely,

and complete, with relevant information nggess
and methodologies are independently valita

for sound management decisions. Models
stegy and documented. There is a sound
ions gBank management fully researches
and documents the risk of new product initiativ
reasonable, clear, and effectively communicated. reflect a clear understanding

. If#€%p8gures to foreign
all aspegts of the risk.

Satisfactory: Approved policies provide generally clear authorities, reasonable limits, and
assignment of responsibilities. Bank management understands the key aspects of price risk.
Bank management adequately responds to changes in market conditions. Price risk
management processes address major exposures. Information processes (manual or
automated) are adequate for the volume and complexity of activity. MIS produced by these
processes may contain weaknesses in accuracy, timeliness, completeness, or relevance.
Weaknesses in information processes (including resulting MIS) are minor. Risk measurement
tools and methods may have minor deficiencies or weaknesses, but are sufficient, given the
size and complexity of activities. Models and methodologies are validated and acceptable.
Positions are independently valued. Bank management considers the risk of new product
initiatives before implementation. Limit structures are reasonable, clear, and effectively
communicated. Limits also reflect an understanding of the risk under normal and adverse
scenarios. Staff responsible for measuring and monitoring price risk is qualified and

management has a rigorous program for stress testing posi
currency translation exist, bank management fully understands
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independent from risk-taking activities. Processes for stress testing positions are generally
adequate. If exposures to foreign currency translation exist, bank management understands
the key aspects of the risk.

Insufficient: Approved policies provide generally clear authorities, reasonable limits, and
assignment of responsibilities, but this may be lacking in specific areas. Bank management
may not have identified important aspects of price risk. Bank management may have
inadequately responded to changes in market conditions. Price risk management processes
may not address all major exposures. Information processes (manual or automated) may not
be adequate for all activities. MIS produced by these processes may have specific
weaknesses in accuracy, timeliness, completeness, or relevance that need to be addressed to
ensure decisions do not adversely affect financial condition and resilience. Risk measurement
tools and methods may have specific deficiencies or weaknesses that need to be addressed
given the size and cogaplexity of activities. Some models and methodologies may not be

Bank manageme

Ot have considered all risk in a significant new product initiative
before implementatign. Li

IT8gructures may have specific gaps or may not be fully

i{s may not fully reflect an understanding of the risk under
normal and adverse scenagios. S sponsible for measuring and monitoring price risk may
have weaknesses in specifiC afeaSjimpacting their effectiveness or independence. Processes
for stress testing positions ma f exposures to foreign currency translation exist,
bank management may not understafid all agpects of the risk.

Weak: Bank management does not sa M
underlying policies may have significant We
timely or appropriate actions in response to Cha
price risk may be lacking at appropriate manag
price risk management process is deficient in one @

measurement tools and methods are inadequate givertting
Processes (manual or automated) are inappropriate for th

dress key aspects of price risk, and the
ank management is not implementing
arket conditions. Knowledge of

following ways: Risk
complexity of activities.

adequately consider the risk of new product initiatives before implementation. Limit
structures may not be reasonable, clear, or effectively communicated. Limits also may not
reflect a complete understanding of the risk. Staff responsible for measuring and monitoring
price risk is not independent of risk-taking activities. The bank does not have a formal
program to stress test positions. If exposures to foreign currency translation exist, bank
management does not satisfactorily address key aspects of the risk.
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Operational Risk

Operational risk is the risk to current or projected financial condition and resilience arising
from inadequate or failed internal processes or systems, human errors or misconduct, or
adverse external events. Operational losses may result from internal fraud; external fraud;
inadequate or inappropriate employment practices and workplace safety; failure to meet
professional obligations involving clients, products, and business practices; damage to
physical assets; business disruption and systems failures; and failures in execution, delivery,
and process management. Operational losses do not include opportunity costs, forgone
revenue, or costs related to risk management and control enhancements implemented to
prevent future operational losses.

The quantity of operational risk and the quality of operational risk management are heavily

lity, integrity, and availability of bank information are
ting operational risk.

Summary Conclusions

Conclusions from the core assessment aII( Iners to assess the quantity of operational

risk, quality of operational risk managemenifaggre erational risk, and the direction of
risk.
Examiners consider both the quantity of operati guality of operational

risk management to derive the following conclusions:

e Aggregate operational risk is (low, moderate, high).
e The direction of operational risk is expected to be (decreasif , Increasing).
Quantity of Operational Risk

Examiners use the following definitions to determine the quantity of operational risk. It is not
necessary to meet every qualifier to be accorded a specific assessment.

Conclusion: The quantity of operational risk is (low, moderate, high).

Low: Operational loss events and control failures are expected to have little effect on the
bank’s current or projected financial condition and resilience. The complexity of products
and services, the volume of transaction processing, and the state of internal systems expose
the bank to minimal risk from fraud, errors, execution issues, or processing disruptions. The
risks related to new products, outsourcing, accounting issues, technology changes, bank
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acquisitions or divestitures, and external threats are minimal and well-understood. Process
and control breakdowns are rare and exceptions to risk appetite and limits are infrequent.

Moderate: Operational loss events and control failures are expected to have a limited or
manageable effect on the bank’s current or projected financial condition and resilience. The
complexity of products and services, the volume of transaction processing, and the state of
internal systems expose the bank to increased risks from fraud, errors, execution issues, or
processing disruptions. The risks related to new products, outsourcing, accounting issues,
technology changes, bank acquisitions or divestitures, and external threats are manageable.
Process and control breakdowns and exceptions to risk appetite and limits are increasing.

High: Operational loss events and control failures are expected to have a significant adverse
effect on the bank’s current or projected financial condition and resilience. One significant
loss or multiple largegdg@sses are more likely to materialize. The complexity of products and
services, the volupg ansaction processing, and the state of internal systems expose the
bank to significaft r o fraud, errors, execution issues, or processing disruptions. The
risks related to new tsourcing, accounting issues, technology changes, bank
acquisitions or divesti d External threats are substantial and may not have been fully
analyzed. Process and cOgtrol br wns may be of significant concern. Exceptions to risk
appetite and limits are freqUept oRroutine.

od

Quality of Operational Risk Manageme
Examiners use the following definitions %
management. It is not necessary to meet eve

Conclusion: The quality of operational risk maneg (strong, satisfactory, insufficient,
weak).

ne the quality of operational risk
lifigr to be accorded a specific assessment.

Strong: Bank management anticipates and addresses ke of gisks associated with
operational changes, systems development, emerging techrialogie ﬂ thexternal threats.
O

Bank management consistently applies robust internal controls piocesses, and audit
coverage across the organization. Qualitative statements and quaftiiai#¥e and qualitative
measures clearly define the organization’s operational risk appetite. Bank management has
developed appropriate tools to identify key risks and processes to determine how those risks
will be managed (e.g., accept the risk, institute a corresponding control, or hedge against the
risk). Systems are in place to respond to new and emerging products, evolving technologies,
changes in strategic direction, and fundamental shifts in external factors. There are strong
governance and staffing processes in place covering the corporate function, the lines of
business, and the functional areas. Bank management comprehensively plans for continuity
and reliability of service, including services provided by third parties. There is an effective
and thorough monitoring and control system in place governing operations and activities that
have been outsourced or moved offshore. Appropriate processes and controls exist to manage
data and protect the data from unauthorized change or disclosure. Bank management has
appropriate MIS, and reports that address key operational risks and include risk metrics,
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trends, and action items are regularly provided to senior bank management and other key
stakeholders.

Satisfactory: Bank management satisfactorily responds to risks associated with operational
changes, systems development, emerging technologies, and external threats. There are
qualitative statements and quantitative and qualitative measures that define the organization’s
operational risk appetite. Bank management generally applies internal controls, sound
processes, and audit coverage across the organization. Bank management has developed
appropriate tools to identify most key risks and processes to determine how those risks will
be managed (e.g., accept the risk, institute a corresponding control, or hedge against the risk),
although these tools may need further enhancement. Systems are in place to respond to new
and emerging products, evolving technologies, changes in strategic direction, and
fundamental shifts in external factors. There are adequate governance and staffing processes
in place covering theggrporate function, the lines of business, and the functional areas. Bank
management adeg plans for continuity and reliability of significant services, including

and controls to manag rotect the data from unauthorized change or disclosure are
adequate. Bank managefgnt ha rally adequate MIS on operational risk, which are
regularly provided to senior ank§namagement and other key stakeholders. These MIS may
have minor weaknesses, such'ag th@ | fully developed or identified risk metrics, trends,
and action items.

Insufficient: Bank management on oc M
associated with operational changes, syst

external threats. Bank management may ha

iled to respond in a timely manner to risks
lopgnent, emerging technologies, and
Jf itgpanalysis of risks resulting in

processes to determine how those risks will be manage
that makes responses to new and emerging products, evo

warrant a “weak” rating. Bank management’s plans for continuity and reliability of
significant services, including services provided by third parties, need improvement. There
may be gaps in monitoring and controls over operations and activities that have been
outsourced or moved offshore. Processes and controls to manage data and protect the data
from unauthorized change or disclosure may have specific weaknesses. Bank management
has MIS on operational risk, but reports may not include important areas or are not regularly
provided to senior bank management and other key stakeholders.

Weak: Bank management may not take timely and appropriate actions to respond to
operational changes, systems development, emerging technologies, and external threats.
Bank management does not properly analyze risks and has insufficient operating processes,
internal controls, and audit coverage in significant or all areas of the organization. There may
be tools in place to identify some key risks, but these tools may be ineffective. Processes to
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determine how to manage identified risks are poorly designed. The systems in place, if any,
to respond to new and emerging products, emerging technologies, changes in strategic
direction, and fundamental shifts in external factors have weaknesses. Governance and
staffing processes may not be well-defined, and clear responsibility for operational risk
management across the organization may not be clearly established and developed. Bank
management has not sufficiently planned for continuity and reliability of services. The
monitoring and control system in place over operations and activities that have been
outsourced or moved offshore is inadequate or incomplete. Processes and controls to manage
data and protect the data from unauthorized change or disclosure are deficient or nonexistent.
MIS are inadequate, and senior bank management reporting is not well-established. MIS do
not provide a clear assessment of operational risk, and risk metrics, trends, and action items
are not identified or developed.

%
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Compliance Risk

Compliance risk is the risk to current or projected financial condition and resilience arising
from violations of laws or regulations, or from nonconformance with prescribed practices,
internal bank policies and procedures, or ethical standards. This risk exposes a bank to fines,
civil money penalties, payment of damages, and the voiding of contracts. Compliance risk
can result in diminished reputation, harm to bank customers, limited business opportunities,
and lessened expansion potential.

Compliance risk is not limited to risk from failure to comply with consumer protection-
related laws and regulations; it encompasses the risk of noncompliance with all laws and
regulations, as well as prudent ethical standards and contractual obligations. It also includes
the exposure to litigation (known as legal risk) from all aspects of banking, traditional and
nontraditional.

Summary Conclusi

Conclusions from the Coge asSses t allow examiners to assess the quantity of compliance
risk, quality of complianc@yi nagement, aggregate compliance risk, and the direction of
risk.

Examiners consider both the quantity of liance risk and quality of compliance risk
management to derive the followin ﬂ)p :
o |i easing, stable, increasing).

Examiners use the following definitions to determine the quanti pliance risk. It is
not necessary to meet every qualifier to be accorded a specifi t.

e Aggregate compliance risk is (low, modérateghi
e The direction of compliance risk is expecte

Quantity of Compliance Risk

Conclusion: The quantity of compliance risk is (low, moderate, hig

Low: The nature and extent of business activities limit the company’s potential exposure to
violations or noncompliance. The bank has few violations, and bank management quickly
and adequately addresses violations when uncovered with no effect on reputation, capital,
earnings, or business opportunity. The bank’s history of complaints or litigation is good.

Moderate: The nature and extent of business activities may increase the potential for
violations or noncompliance. The bank may have violations outstanding that are correctable
in the normal course of business with little effect on reputation, capital, earnings, or business
opportunity. The bank’s history of complaints or litigation is not a concern.

High: The nature and extent of business activities significantly increase the potential for
serious or frequent violations or noncompliance. The bank may have substantive violations
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outstanding that could affect reputation, capital, earnings, or business opportunity. The bank
may have a history of serious complaints or litigation.

Quality of Compliance Risk Management

Examiners use the following definitions to determine the quality of compliance risk
management. It is not necessary to meet every qualifier to be accorded a specific assessment.

Conclusion: The quality of compliance risk management is (strong, satisfactory, insufficient,
weak).

Strong: Bank management demonstrates a high commitment and concern for all compliance
issues. Bank management anticipates and addresses key aspects of compliance risk. Bank
management takes tigiely and effective actions in response to compliance issues or regulatory
' management systems, transaction and surveillance monitoring
esses are sound, and the bank has a strong control culture,

: management provides substantial resources and has
established timely enf countability for compliance performance. Compliance
considerations are an int@gral paff ofNgroduct or system developments. Compliance training
programs are effective. Bank@ina ent has a strong understanding of consumer privacy
issues and has implemented s ver privacy of consumer information. Control
systems and technology are effectiv@ly usedto identify violations and nonconformance at the
point of transaction as well as after thg trans n.

Satisfactory: Bank management demonstratgé a feasgnable commitment and concern for all
compliance issues. Bank management addresses pects of compliance risk. Bank

Bank management understands and has adequately addressed consumer privacy issues.
Control systems are adequate to manage compliance at inception.

Insufficient: Bank management demonstrates a reasonable commitment and concern for all
compliance issues, but may not fully address key aspects of compliance risk. Bank
management actions in response to compliance issues or regulatory changes may be
incomplete in selected areas. Compliance risk management systems, transaction and
surveillance monitoring systems, and information processes may have some weaknesses that
could potentially result in significant violations or noncompliance. Bank management has
established or enforced accountability for compliance performance but may not fully correct
problems in the normal course of business. Compliance considerations may not have been
incorporated into specific product or system developments. Bank management provides
marginally adequate resources and training given the complexity of products and operations.
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Bank management understands and has adequately addressed consumer privacy issues, but
may have gaps in specific areas. Control systems are adequate to manage compliance at
inception in most areas but may on occasion contain weaknesses.

Weak: Bank management generally does not demonstrate a reasonable commitment or
concern for all compliance issues. Bank management does not satisfactorily address key
aspects of compliance risk. Bank management is not anticipating or implementing timely or
appropriate actions in response to compliance issues or regulatory changes. Compliance risk
management systems, transaction and surveillance monitoring systems, and information
processes are deficient. Bank management has not provided adequate resources or training,
or has not established or enforced accountability for compliance performance. Errors are
often not detected internally, or corrective actions are often ineffective and not timely.
Compliance considerations are not incorporated into product or system developments. Bank
management has not @dequately addressed the privacy of consumer records. Control systems
are not used or are '@gtively used to identify violations or nonconformance.

%
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Other Risks

This section provides examiner guidance for assessing the bank’s risks that are not formally
part of the OCC’s RAS.

Asset Management

Offering asset management products and services exposes banks to a broad range of risks.
The nature, scope, and complexity of these products and services determine the quantity of
those risks. The failure to consider and plan for specific asset management products and
services, and associated risks, may increase the bank’s overall strategic risk. Reputation risk
is inherently high due to the nature of the fiduciary relationship, and because individual and
institutional clients’ agsets are frequently invested in products managed by or selected by the
bank. The volum actions associated with asset management products and services
can be substanti in elevated operational risk. Banks engaged in asset management
activities are subjectffo a of laws and regulations specific to asset management,
leading to inherently hj pliance risk. Many asset management business lines are
subject to credit risk froMyintrad osures, overdrafts, counterparty credit risk, or
securities lending services. k'Wwanagement should have sufficient risk management and
control processes in place to |Gwepth gate risk.

Examiners should use the guidance I this seci#®n as appropriate based on the nature and
extent of the bank’s asset managemen % xaminers should assess the strategic,
reputation, operational, compliance, and (fediftisk (ifsapplicable) factors specific to asset
management lines of business to determine the WRpact on asset management
aggregate risk. Examiners should leverage the i igt k categories within the “Risk
Assessment System” section of this booklet when €g ’ he quantity, quality of risk
management, aggregate and direction of each risk.

Summary Conclusions

Conclusions from the core assessment allow examiners to assess antity of asset
management risk, quality of asset management risk management, aggregate asset
management risk, and the direction of risk.

Examiners consider both the quantity of asset management risk and quality of asset
management risk management to derive the following conclusions:

e Aggregate asset management risk is (low, moderate, high).
e The direction of asset management risk is expected to be (decreasing, stable, increasing).
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Quantity of Asset Management Risk

The following definitions provide guidance for determining the quantity of asset
management risk. It is not necessary to meet every qualifier to be accorded a specific
assessment.

Conclusion: The quantity of asset management risk is (low, moderate, high).

Low: The majority of the asset management risk factors are low. Strategic decisions, external
pressures, loss events, and control failures are expected to have little effect on the bank’s
current or projected financial condition and resilience. Market and public perceptions are
favorable. The levels of litigation, losses, violations of laws and regulations, and customer
complaints are minimal. The complexity of products and services, the volume of
transactions, and theghgte of internal systems expose the bank to minimal risk from fraud,
errors, execution j Q processing disruptions. The risks related to new products,
outsourcing, 0 ) acquisitions or divestitures, model/tool use, and technology are
minimal and well-u

cts and services, the volume of

se the bank to increased risks from
ghNRisks related to new products,
odel/tool use, and technology are

outsourcing, offshoring, bank acquisitions or di
manageable. Credit exposures do not reflect signif

perception is material in light of significant litigation, large losses, substantive violations of
laws and regulations, or persistent customer dissatisfaction. The risk of errors, execution
issues, or fraud is increased by the complexity of products and services, volume of
transactions, number and type of accounts, volume of assets under management, or the state
of internal systems. Risks related to new products, outsourcing, offshoring, bank acquisitions
or divestitures, model/tool use, and technology are substantial and may not have been fully
analyzed. Process and control breakdowns may be of significant concern. Credit exposures
reflect significant concentrations, and credit losses may seriously deplete current reserves or
necessitate large provisions relative to earnings.
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Quality of Asset Management Risk Management

The following definitions provide guidance for determining the quality of asset management
risk management. It is not necessary to meet every qualifier to be accorded a specific
assessment.

Conclusion: The quality of asset management risk management is (strong, satisfactory,
insufficient, weak).

Strong: The majority of the risk management processes related to asset management risk are
strong. The board and senior bank management are actively engaged and demonstrate
appropriate oversight of the bank’s fiduciary responsibilities and asset management
activities. The depth and technical expertise of staff enable bank management to effectively
identify, measure, mghitor, and control risk. Bank management has a strong governance
structure and effeg @ If-polices risk and anticipates and responds well to change. There
are robust interrfél co und processes, and audit coverage across the organization.
Bank management takes i nd effective actions in response to compliance, audit, or
regulatory issues or re changes. Risk measurement and monitoring systems are
comprehensive and alloviynanag€magt to implement appropriate actions in response to

changes in market conditions@Ba nagement has developed appropriate tools, including
models, to identify key risks a 0 determine how those risks will be managed.
Compliance risk management systeqis are s@und, and the bank has a strong control culture,
which has proven effective. Bank m emep#fosters a sound culture based on strong core
d monitored. The bank has effective
other legal or control breaches.
nagement and address key risks,

values and ethics that are clearly communi
controls to avoid conflicts of interest, self<d
Appropriate MIS are regularly provided to seni
risk metrics, trends, and action items.

Satisfactory: One or more of the risk management p
risk factors are satisfactory. The board and senior bank
demonstrate satisfactory oversight of the bank’s fiduciary

controlling the risks. Bank management satisfactorily responds to risks associated with
change. Operating processes, internal controls, and audit coverage are generally sound. Risk
management processes are adequate, and bank management has developed appropriate tools,
including models, to identify and manage key risks, although these tools may need further
enhancement. Bank management takes appropriate actions in response to compliance, audit,
or regulatory issues or regulatory changes. Compliance risk management systems are
adequate to avoid significant or frequent violations or noncompliance. The bank has adequate
controls to avoid conflicts of interest, self-dealing, and other legal or control breaches. MIS
are generally adequate and reports are provided regularly to senior bank management, but
may have minor weaknesses.

Insufficient: One or more of the risk management processes related to asset management
risk are insufficient. The board and senior bank management may not be engaged or may not
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consistently demonstrate appropriate oversight of fiduciary responsibilities or asset
management activities. Weaknesses in the depth and technical expertise of staff sometimes
prevent bank management from being effective in identifying, measuring, monitoring, or
controlling the risks. Bank management on occasion has failed to respond in a timely manner
to risks associated with change. Operating processes, internal controls, and audit coverage
may have gaps resulting in weaknesses in some areas. Risk management and due diligence
processes, internal control, or control functions may need improvement. Management may
need to develop additional tools, including models, to identify selected key risks and
processes to determine how those risks will be managed. Bank management’s actions in
response to compliance, audit, and regulatory issues or regulatory changes may be
incomplete in selected areas or may not be corrected in the normal course of business.
Compliance risk management systems may have some weaknesses that could result in
significant or occasional violations or noncompliance. The bank’s culture is generally sound,
but there may be isolaied incidences of employee misconduct. Conflicts of interest, self-
ontrol breaches are isolated. There may be gaps in monitoring and
ctivities that have been outsourced or moved offshore. MIS

management.

Weak: One or more of the¥i agement processes related to asset management risk are
weak. The board and senior b ent are not engaged and do not demonstrate
appropriate governance or oversightof fidu@jary responsibilities or asset management
activities. Insufficient depth and tec ise of staff often prevent bank management
i, and controlling risks. Bank management
nsg to change, and does not properly

lines of business are insufficient. Risk manage
control, or control functions may be less than effec
place to identify some key risks, but these tools or moe
often not detected internally. Bank management has not i

diligence processes, internal
e gay be tools or models in

operations and activities that have been outsourced or moved offshore is inadequate or
incomplete. MIS are inadequate, and reporting to senior bank management is not well
established; MIS do not provide a clear assessment of risk, and risk metrics, trends, and
action items are not identified or developed.
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BSA/AML/OFAC Risk

This section provides examiner guidance for assessing the bank’s BSA/AML/OFAC risk.

Summary Conclusions

Conclusions from the core assessment allow examiners to assess the quantity of
BSA/AML/OFAC risk, quality of BSA/AML/OFAC risk management, aggregate
BSA/AML/OFAC risk, and the direction of risk.

Examiners consider both the quantity of BSA/AML/OFAC risk and quality of
BSA/AML/OFAC risk management to derive the following conclusions:

e Aggregate BS /OFAC risk is (low, moderate, high).
e The directio AML/OFAC risk is expected to be (decreasing, stable, increasing).
Quantity of BSA/AML Kk

This section provides gui fak defermining the quantity of BSA/AML/OFAC risk. It is
not necessary to meet every q@alifier ccorded a specific assessment. This section
includes information from appendixgs J an of the FFIEC BSA/AML Examination

Manual. /
Conclusion: The quantity of BSA/AML/ k ig (low, moderate, high).
erb

Low: The bank has a stable, known custom . T4#€ bagk does not offer e-banking, or its
website is informational or nontransactional. On th€b g

BSA-reporting database, there are few or no large cuhgaé
bank has a few high-risk customers and businesses; these incltde nonresident aliens,
foreign individuals (including accounts with U.S. powers ng@)Nand foreign
commercial customers. There are no overseas branches and @ prrespondent
financial institution accounts. The bank does not engage in poucha les, offer special-use
accounts, offer payable through accounts, or provide U.S. dollar draft services. There are few
international accounts, or there is a very low volume of currency activity in the accounts. The
bank offers limited or no private banking services or trust and asset management products or
services. The number of funds transfers for customers and noncustomers is limited; there are
limited third-party transactions, and no foreign funds transfers. There are no other types of
international transactions, such as trade finance, cross-border automated clearing house, and
management of sovereign debt. The bank has no history of OFAC actions, and there is no
evidence of apparent violation or circumstances that might lead to a violation. The bank is
not in a high-intensity drug trafficking area (HIDTA) or high-intensity financial crime area
(HIFCA), and there are no fund transfers or account relationships involving HIDTAS or
HIFCAs. There are no transactions with high-risk geographic locations. The bank has low
turnover of key personnel or frontline personnel (e.g., customer service representatives,
tellers, or other branch personnel).

information received from the
ctured transactions. The
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Moderate: The bank’s customer base is increasing due to branching, merger, or acquisition.
The bank is beginning e-banking and offers limited products and services. On the basis of
information received from the BSA-reporting database, there is a moderate volume of large
currency or structured transactions. There is a moderate number of high-risk customers and
businesses. The bank has overseas branches or a few foreign correspondent financial
institution accounts, typically with financial institutions with adequate AML policies and
procedures in low-risk countries, and minimal pouch activities, special-use accounts, payable
through accounts, or U.S. dollar draft services. There is a moderate level of international
accounts with unexplained currency activity. The bank offers limited domestic private
banking services or trust and asset management products or services over which the bank has
investment discretion. The strategic plan may be to increase trust business. There is a
moderate number of funds transfers, and few international funds transfers from personal or
business accounts, which typically are in low-risk countries. The bank has limited other types
of international transagtions. The bank has a small number of recent actions (e.g., actions
within the last fivgdrearS)by OFAC, including notice letters or civil money penalties, and
addressed the issues and is not at risk of similar violations in
the future. The bankis i TA or HIFCA, or has some fund transfers or account

e-bill payment, or accounts opened via
from the BSA-reporting database, there i
structured transactions. There is a large number
bank has overseas branches or maintains a larg
institution accounts with financial institutions that
procedures, particularly those located in high-risk ju
pouch activities, special-use accounts, payable through a

oreign correspondent financial
equate AML policies and

, or U.S. dollar draft
gXphained currency

u D
activity. The bank offers significant domestic and internation @ anking or trust and
aid d

services are growing. Products offered include investment management services, and trust
accounts are predominantly nondiscretionary, rather than the bank having full investment
discretion. There is a large number of noncustomer funds transfer transactions and payable
upon proper identification transactions. There are frequent funds transfers from personal or
business accounts to or from high-risk jurisdictions or financial secrecy havens or
jurisdictions. The bank has a high number of other types of international transactions. The
bank has been subject to multiple recent actions by OFAC, and the bank has not addressed
these issues, leading to an increased risk of the bank undertaking similar violations in the
future. The bank isina HIDTA and a HIFCA, or has a large number of fund transfers or
account relationships that involve HIDTAs or HIFCAs. The bank has a significant volume of
transactions with high-risk geographic locations. There is high turnover, especially in key
personnel positions.
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References

Laws

12 USC 1813(c), “Definitions Relating to Depository Institutions”

12 USC 1818(b), “Cease-and-Desist Proceedings”

12 USC 1818(s), “Compliance With Monetary Transaction Recordkeeping and Report
Requirements”

12 USC 1820(d), “Annual Onsite Examinations of All Insured Depository Institutions
Required”

12 USC 1820(i), “Flood Insurance Compliance by Insured Depository Institutions”

12 USC 1851, “Prohibitions on Proprietary Trading and Certain Relationships with Hedge
Funds and PrivatggEquity Funds” (Volcker Rule)

12 USC 3105(c), ‘&

12 USC 5481, “&

12 USC 5515, “Supe

Regulations

12 CFR 3, “Capital Adequac
12 CFR 4, “Organization and Functi@ns, Av@ilability and Release of Information,
Contracting Outreach Program, Rost-Empl@yment Restrictions for Senior Examiners”
%/ re Rules”
|

12 CFR 11, “Securities and Exchange
12 CFR 16, “Securities Offerings Disclostre
12 CFR 30, “Safety and Soundness Standards”
12 CFR 44, “Proprietary Trading and Certain |
Funds” (implementing the Volcker rule)
12 CFR 363, “Annual Independent Audits and Repo irggents”

e d Relationships with Covered

Comptroller's Handbook

Comptroller’s Handbook booklets apply to the OCC’s supervisio tional banks and
FSAs unless otherwise specified.

“Bank Supervision Process”

“Compliance Management Systems”
“Corporate and Risk Governance”

“Federal Branches and Agencies Supervision”
“Internal and External Audits”

“Internal Control” (national banks)

“Loan Portfolio Management”

“Related Organizations” (national banks)
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